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Abstract. One of the main challenges in integrating different smart applications is
security. Among the problems related to security, data access control is one of the
most important, given that it involves end-users’ privacy. In this paper, we propose
an approach to the modelling of data access control interfaces using argumentation-
based agents. In particular, we introduce argumentation schemes for data access
control, which are based on some of the most relevant models for data access con-
trol currently available. Our approach considers not only the usual access control
policies, describing which category of agents has access to which category of in-
formation, but also emergency policies, describing situations where special emer-
gency access control rules apply. Using argumentation-based agents as access con-
trol interfaces allows us to deal with the uncertainty about external information,
allowing a correct categorisation of agents that request access to information, as
well as allowing agents to expose emergency situations in which emergency access
control rules may apply.
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1. Introduction

Security concerns are increasingly important, mainly regarding sharing and using data
given the increasing use of 10T (Internet of Things) devices and the proliferation of big
data mechanisms [1]. Confirming the IoT vision, the number of devices connected to
the Internet has been increasing and consequently the amount of data available on the
internet has also been increasing [2]. This creates opportunities for studies in areas such
as big data analysis, machine learning, and many others.

Data access/sharing control were not sufficiently studied in previous decades, con-
sidering that data were shared within boundaries of organisations, e.g., companies and
universities. In such organisations, trust and security issues were easily solved [1]. How-
ever, with the current computing trends, including the integration of different smart ap-
plications (e.g., healthcare, smart cities, smart home/building, etc.), sharing information
between different systems has become mandatory [3]. Consequently, the problems of
data sharing/access control and privacy protection have become challenging issues when
integrating different smart applications [4].
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System of Systems (SoS) [5] is a natural way of thinking about the modelling of
these current ideas on the integration of different smart applications, in which hetero-
geneous systems (smart applications) are modelled as subsystems, which cooperate to
achieve the higher purposes of the entire system (e.g., a global IoT). Multi-Agent Sys-
tems (MAS) [6] provide an interesting paradigm to implement SoS models; in particular,
MAS provides a suitable approach to implement smart applications in IoT? [7].

In this particular piece of work, we are interested in the communication interface that
implements data access control between different smart applications, which is currently
a challenge in the integration of different systems, mainly because of the uncertainty im-
plicit in the information used during this decision-making process [1,8]. In that respect,
we propose the modelling of data access control interfaces using argumentation-based
agents. Also, we propose two argumentation schemes (i.e., reasoning patterns) for data
access control. These reasoning patterns take into consideration the most relevant mod-
els for data access control in the literature [9,10,11], generalising the reasoning an agent
needs to carry out when treating data access requests. Guided by the critical questions in
the schemes, agents are able to deal with the uncertainty in the information used during
this decision-making process. Furthermore, using our approach to data access interfaces
using argumentation-based agents, agents are able to understand why a request has been
denied to it. Understanding this answer allows agents to provide additional information
in order to be correctly categorised as well as to expose emergency situations in which
emergency access control rules may apply.

2. Access Control Models

In [9], the author proposes the Category-Based Access Control (CBAC) meta-model, in
which a category is any class or group to which entities are designated. The CBAC model
is defined as a countable set of categories C; a set of principals P (the entities that are
able to require access to resources); a set of actions A; a set of resources R; a set of
possible answers to access request Auth, and a set S of situations identifiers to denote
environment information, which are application dependent [9], for instance representing
time instants, system state, external state, etc.

The CBAC meta-model defines the following relations [9]: (i) principal-category
assignment: PCA C P x C, such that (p, c) € PCA iff a principal p € P is assigned to
category ¢ € C; (ii) permission-category assignment: ARCA C A x R x C, such that
(a,r,¢) € ARCA iff action a € A on resource r € R can be performed by principals
assigned to category ¢ € C; (iii) authorisations: PAR C P x A x R, such that (p, a, )
€ PAR iff a principal p € P can perform action a € A on resource » € R. Thus, a
principal p is authorised to perform action @ on a resource r only if p belongs to a cate-
gory c such that for some category below c in the hierarchy (and including c itself) action
a on r is authorised, otherwise the request is denied. The general idea is summarised by
the following rule, in which subc (c’, ¢) checks whether ¢’ is a subcategory of c:

(p,a,r) € PAR < (p,c) € PCAA sube(c,c) A (a,1,c') € ARCA

2We refer the reader to the IoA (Internet of Agents) workshop series for an overview about this topic http:
//ioa.algithami.com/.



In [11], the authors extend the CBAC model in order to consider policy composition,
where an access control policy is combined with an emergency policy that specifies how
various emergency situations affect the rights of users to access resources. Thus, two
access control policies m; and 7o are considered. Policy 7 describes the usual access
control rules, and 7, the emergency policy, describing emergency situations s in which
access may be granted for a particular category of principals c.

(p,a,r) € PAR < (p,c) € PCA A subc(c,c) A (a,r,c') € ARCAx,
(p,a,r) € PAR <« (p,c) € PCAA subc(c,c’) A emrg(s) A (a,r,¢') € ARCAx,

3. An Architecture for Data Access Control

In our approach to data access control, the whole system is composed of subsystems
(SoS) and each subsystem is implemented as a MAS. First, we describe how we define
the access control policy, considering not only the usual access control rules from [9],
but also considering the idea of emergency access control rules from [11]. Afterwards,
we describe how we structured the hierarchies of categories for information and agents,
using not only the idea of categories from [9], but also categories of information, which
allows us to use categories to classify information. Finally, we describe how external
requests are treated by a subsystem, considering the access control policy and the external
information available to agents dealing with the request.

3.1. Access Control Policy

An access control policy is defined by a set of access control rules, which are specified
according to the application needs®. Here, access control rules specify which categories
of agents have access to which categories of information. Thus, we use two distinct kinds
of categories in this work. The first, access-category, is the usual concept for categories
in CBAC [9], describing categories of principals, here agents, which request access to
resources, here information. The second, information-category, is used for categories of
information. Using information-categories not only allows us to group information of
similar privacy settings but also allows us to describe hierarchies of information cate-
gories. Both characteristics provide a semantic description of the information belonging
to each category, which is essential when applying argumentation-based techniques in
such domains. Besides the access control rules from CBAC [9], we also consider emer-
gency access control rules from [11] as part of the access control policy. Thus, the result-

ing access control rules have the following format:
access

(access-category(r;) —— information-category(c;))
(access-category(r;) \ emergency(s;) 2222, information-category(c; ).
meaning that “access-category 7; has access to information-category c¢;” and “during
an emergency situation s;, access-category r; has access to information-category c;”,

respectively.

While the assignment of information to an information-category and the access con-
trol rules are internally defined in the multi-agent system that owns the information us-
ing only information from the system itself, external requests will require additional in-

3Normally the access control policy is specified during the design of the system [12].
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Figure 1. An Architecture for Data Access Control.
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Figure 2. A Structure for Categories in Data Access Control.

formation from the requester in order to categorise it according to the local definition
of access-category and, consequently, to support decisions on whether to grant access
to the information or not. Each category in access-category is defined by a set of con-
straints that the requester needs to satisfy in order to be so categorised. Constraints can
include different characteristics of the requester, such as its role and reliability, as well
as characteristics of its environment, organisation, domain, and so forth [9].

3.2. A Structure for Categories

When considering different smart applications, within the IoT domain for example, we
are able to think of the information generated by each application as being categorised
into two major categories, public and private information. Public information is the con-
tribution that a subsystem makes to the whole system, resulting from the processing of
other information in order to avoid disseminating private information, e.g., about the
end-users and/or the system. Figure 1(a) illustrates this idea, in which public data are
available for external requests, but private data (e.g., the location of a vehicle in a smart
city) are not available for external requests. In summary, all applications might have ac-
cess to public data, and access control policies may have an access control rule that pro-
vides access to public information for all agents in the system. Differently, private infor-
mation may be granted access only to an access-category for which the access to such
information is specified in the access control policy, i.e., there is an access control rule
granting access for the access-category of the requester to the information-category of
that information.



In Figure 2(a), we show a hierarchy of information-category. We consider that in-
formation is either private or public. Also, private information is categorised as end-user
and system information. Note that an access control rule that allows members of a partic-
ular access-category to access the private information-category also grants them access
to the information-categories end-user and system.

In Figure 2(b), we show an access-category hierarchy. At the root, we have the gen-
eral access-category of all agents, which includes both subcategories of internal and ex-
ternal agents, representing agents playing some role within that subsystem, and exter-
nal agents which do not play any role in that subsystem. For both internal and external
agents, a number of subcategories can be defined, based on the different roles considered
and other constraints required for each category in that system. Thus, an agent can be
categorised in more than one access-category, and two agents playing the same role may
not be categorised in the same access-category, given that the role is only part of the def-
inition of the categories. Note that a subcategory inherits granted access from superior
categories, so if there is a rule granting access for the access-category all agents to the
information-category public information, that means it grants access for access-category
external agents to public information too.

3.3. Interface Agents for Data Access Control

In SoS, heterogeneous systems cooperate to achieve a higher purpose [5]. During the
development of SoS, communication interfaces are considered one of the most complex
and difficult tasks [5]. When implementing SoS using the MAS paradigm, the commu-
nication interface with external systems is implemented using specialised agents. Thus,
a communication interface for data access control corresponds to agents that are respon-
sible for making a decision about sharing or not the information according to who is the
requester and the access control policy of that particular system. Figure 1(b) illustrates
interface agents for data access control.

When the agent responsible for the communication interface receives a request from
an external agent a; to access information ¢;, it carries out the argumentation-based
reasoning process we will describe in the next section in order to construct an accept-
able argument that grants access for a; to 71, considering the access control policy (the
information-category of 71, the access control rules, and the access-category constraints).
When this agent is able to construct an acceptable argument granting access for requester
aq to information ¢4, that information access request is granted, otherwise it is denied.

4. Argumentation Schemes for Data Access Control

Based on the meta-model introduced in [9], as well as the emergency policies intro-
duced in [11], we introduce an Argumentation Scheme for Data Access Control named
AS4DAC.

[premise] Information I has security information-category C'. [premise] Agent A
belongs to an access-category R which has access to information with security
information-category C'. [conclusion] Agent A has access to information 7.

This conclusion is reached unless the answer to any of the following questions is no:
CQ1 Does information I belong to information-category C'?
CQ2 Does agent A belong to access-category R?



CQ3 Is there an access control rule that grants access for R to I?

CQ4 Is this conclusion free from conflict with any other information-category C;
to which information [ is also assigned, which is not a super-category of C, and
for which there is no access control rule that grants access for R to C;?

CQ5 Is this conclusion free from conflict with any other access-category R; to
which agent A is also allocated, which is not a super-category of R, and for which
there is no access control rule that grants access to C'?

CQ6 In the case where this conclusion is based on an emergency access control rule
that grants access for R to C' during an emergency situation S;, is .S; the case?

External requests will require additional information from the requester in order to
categorise it according to the internal definitions of access-category and, consequently, to
make a decision about grating access to the requested information or not. Also, given the
defeasibility of such information, it is necessary to give special attention to the access-
category assignment when receiving a request. Therefore, we introduce the Argumenta-
tion Schemes for Access-Category Assignment, named AS4ACA, which allows agents
to investigate the assigning of a requester to an access-category in more depth.

[premise] An access-category R is defined by a set of constraints .S. [premise] Agent
A satisfies the constraints .S. [conclusion] Agent A belongs to the access-category R.

CQ1 Does agent A satisfy all constraints s; in the set of constraints S?
CQ2 Is R the more specific access-category for which A satisfies the constraints?

Note that not only should an agent satisfy all constraints required by a particular
access-category in order to be so categorised, but it should be also categorised in the most
specific access-category it satisfies the constraints, given that more specific categories
inherit access from the super-categories in the hierarchy of access-categories.

4.1. Argumentation-Based Reasoning for Data Access Control

Some approaches in the argumentation literature show that argumentation schemes [13]
can be translated into defeasible inferences [14,15,16], and the acceptability of argu-
ments, instantiated using these rules, can be checked through frameworks such as AS-
PIC+ [17], DeLP [18], and others [19].

Definition 1 (Argumentation Scheme) An  argumentation scheme is a tuple
(SN, C,P,CQ) with SN the argumentation scheme identifier (name), C the conclusion
of the argumentation scheme, P the premises, and CQ the associated critical questions.

Definition 2 (Argument) An argument is a tuple (S, c), with S the set of premises and
inference rules of the scheme used to draw c (the conclusion of the argument). That is,
S includes all instantiated premises from P — i.e., considering a most general unifier 0,
forallp € P,pd € S — and the inference rule corresponding to the scheme (P = C);
the conclusion c is the instantiation CO such that S = c.

An example of argument, instantiated from AS4DAC, is given below, with § =
{I —1i1,C— c1,A— a,R— r1}:
( {inf_category(ii,c1), ac_category(ai,r1i), access(ri,ci1),

[inf_category(I,C), ac_category(A,R), access(R,C) = access(A,I)]},
access (ai,11) )



Considering our approach to data access control, an agent may grant access for
a requester a; to information ¢; only if there is an acceptable argument concluding
access (a1,1%1), considering the existence of an access control rule that grants access
for the access-category of a; to the information-category of ;.

Definition 3 (Acceptable Arguments) An argument (S, c), instantiated from an argu-
mentation scheme SN, is acceptable to an agent ag (where A, is its knowledge base)
iff> (i) all premises in S are acceptable to ag, i.e., Ypd € S, Ay, |= pb, either because p
is asserted in its knowledge base, or because p is the conclusion of an acceptable argu-
ment; and (ii) all critical question related to the argumentation scheme (SN',C, P,CQ)
are positively answered by ag, i.e., VCq; € CQ, Aqq = Cg;b.

Considering our example above, that argument is acceptable to an
agent ag when (“—” represents strong negation and ‘“not” negation as
failure): (i) Aay |  infcategory(ii,c1), Wwhich is asserted in Agy;  (ii)
Aggy | ac.category(ai,ri), which requires ag to instantiate an acceptable ar-
gument from the argumentation scheme AS4ACA; (iii) A.y [ access(ri,c1),
which is asserted in A,y and (iv) all critical questions are also posi-
tively answered by ag: A,y & inf_category(ii,c1), Asg | ac_category(ai,ri),
Aqg = access(ri,c1), Aqg = {not(inf_category(ii,cz), ~subc(ci,c2), —access(ri,c2))},
Aqg = {not(ac_category(ai,r2), 7subc(ri,r2), —access(ra,c1))}, Aayg =
{not(emrg(s1,access(r1,c1)),s1))}-

Note that an agent will always be able to categorise an information 7; to an
information-category and a requester a; to an access-category*, given the hierarchy of
categories defined in Figure 2. Thus, when an access to ¢; is denied, i.e., the agent
is not able to construct an acceptable argument for access(as,i1), that means (i)
there is no access control rule granting access for the access-category of a; to the
information-category of i; (CQ3 in AS4DAC); (ii) there exist a counter-example for
access (ai, 11) (CQ4 and CQS in AS4DAC); or, (iii) the emergency situation con-
sidered, if any, is not true (CQ6 in AS4DAC). In all cases, the agent denies access for aq
to 71 with the following argument:
< {inf,category (i1,c1), ac_category(ai,ri), —access(ri,ci1),

[inf_category(I,C), ac_category(A,R), —access(R,C) = —access(A,I)] },
—access (a1, i1) )

When an agent a; receives this argument, it is able to respond with additional in-
formation. This information may clarify to the agent dealing with the request the cor-
rect access-category to categorise a;, answering differently CQ2 in AS4DAC (i.e., the
conclusion of AS4CAC) and, possibly, answering positively CQ3, CQ4, and CQS5 in
AS4DAC. Also, a; may provide information about an emergency situation that may
grant access to this information, considering an emergency access control rule.

5. Final Remarks

Our approach was built based on: (i) the models for data access control from [9,11]; (ii)
approaches that apply argumentation-based techniques considering the specification of
argumentation schemes in their conception, e.g., [20,21]; (iii) the problem of data access

4However, this categorisation may change as the agent acquires more information about a1 .



control, e.g., [1,4]; and (iv) structured argumentation frameworks/work that suggest the
representation of argumentation schemes using a logic with similar notation to agent-
oriented programming languages, which can be naturally interpreted and manipulated by
agents, for example [14,16].

To the best of our knowledge, our work is the first to propose argumentation schemes
for data access control. We specified those reasoning patterns considering characteristics
of some of the most relevant current models for data access control, providing a general
approach for reasoning about data access control. Our work differs from the literature
particularly on its generality. Using our approach, agents are not only able to carry out
a detailed reasoning process in order to deal with the uncertainty about the information
used to make a decision on granting access to requests, but also to communicate addi-
tional information to confront the information used to categorise agents, as well as to
expose emergency situations in which emergency access control rules may apply.
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