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Abstract—Column-Line-Code (CLC) is an Error Correction
Code (ECC) designed to correct multiple errors in memory
devices for critical applications. CLC has originally two decoder
modes: CLC Standard (CLC-S) and CLC Extended (CLC-E).
CLC-E presents higher efficacy in correcting multiple errors,
although consuming more area, dissipating more power, and
presenting higher delay than CLC-S, which impacts the overall
system performance. This paper proposes the CLC Adaptive
(CLC-A), an alternative CLC mode that introduces a Syndrome
Analyzer circuit, allowing the system to decide if a second error
checking is required to correct the data. The experimental results
show that CLC-A reaches higher error correction rates than
CLC-S and similar values of CLC-E. Besides, CLC-A obtained
nearly half the overhead in area and power and about 27% less
delay when compared to CLC-E, which is a significant reduction
in the synthesis cost.

Keywords — Error Correction Code (ECC), Multiple Cell Upset
(MCU), Transient Error, Reliable Memory, Critical Application.

L INTRODUCTION

The reliability of electronic devices operating in an
environment with high electromagnetic radiation is harmed by
the incidence of Single Event Effects (SEE) [1]. This issue is
potentiated as the size of these devices decreases [2][3][4].
Memories are electronic devices where the occurrence of
SEEs corrupts stored data due to the incidence of transient
faults [2].

Usually, Error Correction Codes (ECCs) are applied in
memories to increase device reliability. For instance, ECCs
with Single Error Correction — Double Error Detection (SEC-
DED) capacity are widely applied in computational systems
to protect against single-bit errors [5]. However, as the
technology scales down, the sensitivity of integrated circuits
to transient faults has grown significantly. The Multiple Cell
Upsets (MCU) incidence in memories turned into a major
problem for critical application [6][7], causing bitflips in
nearby cells [8], which the standard utilization of SEC-DEDs
cannot guarantee the data reliability. The combination of
interleaving patterns is a strategy applied to explore SEC-
DEDs use [9], enabling the correction of some MCU patterns
by splitting multiple error patterns into single errors.
However, this approach showed a lack of performance for
Ternary Content Addressable Memories (TCAM), due to the
tight physical coupling of memory [10]. ECCs with higher
correction capacity are applied (e.g., Reed-Muller) [11] to
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solve this issue; but, these codes may increase the decoding
complexity significantly, requiring more computational
resources that increase the power dissipation and delay,
decreasing the system performance. Thus, the ECC overall
cost must be carefully analyzed to find a proper balance
between computational cost and correction efficiency [12].

Column-Line-Code (CLC) [13] is a 2D structured ECC
that combines Extended Hamming [14] and Parity. Compared
to well-known ECCs as Matrix [15] and Reed-Muller [11],
CLC presented the best tradeoff between error correction
capacity and synthesis cost. The main features of CLC are
detailed in Section II.

In [16], the authors presented new CLC versions that
explore different structures of Extended Hamming for
performing tradeoffs on synthesis cost reduction or error
correction rate, allowing the developers more flexibility to
choose the most suitable CLC design for their applications.
The main drawback of the CLC versions proposed until now
is the number of redundant bits, particularly for a 16-bit word,
although the authors [16] shown that this drawback may be
reduced as the data word applied increases. Furthermore,
these same authors also presented a new correction mode
named CLC Extended (CLC-E), which increases the error
correction capacity of CLC due to the double-checking of the
codeword, without adding redundant bits. To make the
distinction of this new correction mode easy, they called
Standard CLC (CLS-S) the previous CLC version. Despite
that, the cost increase of the CLC-E decoder is considerable,
which motivates this paper proposal.

This paper proposes the CLC Adaptive (CLC-A), an
adaptive version of the CLC decoder that decides in execution
time whether the codeword is corrected through standard or
extended correction mode. This feature allows CLC-A to
present an equivalent correction capability and notable lower
synthesis cost compared to CLC-E. Section III presents the
concepts and structure of CLC-A.

Sections IV and V show the experiments and results of the
CLC-A correction capability and synthesis cost, respectively.
In the experiments, we compared the proposed approach with
the CLC-S and CLC-E. Section VI finishes this work
presenting the main conclusions achieved.

II. CLC FUNDAMENTALS

CLC is an ECC for correcting multiple adjacent errors
through a logic that combines the principles of Extended
Hamming and Parity. Figure 1 exemplifies a CLC code for 16-
bit data that generates a 39-bit codeword.
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The works [13][16] describe that the 39-bit codeword of
CLC is divided into four sets of bits: 16 Data bits (D ... D;5);
eight Check bits generated through Hamming (Cj ... Cy); 13
Parity bits (Pcg ... Pc;y3); and two Extended Hamming Parity
bits (Pr, and Pry). Each line encodes eight D bits producing
four C bits and one Pr bit. The last line is composed only by
Pc bits.

Dy D; D, Dy Dy Ds Ds D \Cp C; C, C3)\Pry

(De Dy Dip D11 D12 D13 D1s DJJQ} G G CJ

(ch Pc; Pc; Pcz Pey Pecs Pcs Pc;, Pcg Pcg Pcyg Peyp Pey 2)
Figure 1. CLC(16,39) — 16-bit data [16].

The CLC algorithm begins estimating the syndrome of the
redundant bits (C, Pc, and Pr), determining whether errors
were detected. The syndrome estimation is the XOR (D)
operation between the stored value of a redundant bit (e.g., C)
with the recalculated value of the same redundant bit (e.g.,
RC), whose value may differ with the occurrence of errors in
a codeword. Equation 1 presents the operation to estimate a
Check bit syndrome (SC). The same logic is applied to all
other redundant bits.

SC=C®RC (1)

Then, through a correction table and syndrome analysis,
every line is checked in the 2D structure for correct errors.
Depending on the results of the syndrome calculation, an
action of the correction table is taken. Table 1 presents the
correction table of CLC.

Table 1. Correction table [16].

SC | SPr | SPc Correction/Detection Method
0 0 0 No error -
0 0 1 Error detected -
0 1 0 Error detected -
0 1 1 Triple error corrected Parity
1 0 0 Error detected -
1 0 1 Even errors corrected Parity
1 1 0 Odd errors corrected Hamming
1 1 1 Odd errors corrected Hamming / Parity

Table 1 allows correcting from one to three errors in the
same line of CLC. Although CLC can cover up to 2-bit
adjacent errors of the codeword, some 3-bit error patterns are
not covered by the correction table, requiring data
retransmission. Figure 2 presents an example of a 3-bit error
pattern not corrected by the CLC-S algorithm.

Examples of 3-bit error patterns

0 F an E:

Mapping examples of 3-bit error patterns

Dy, D; D, Ds Dy D, G E G ¢ P
Dg | Dy Dip|D11| D1z D13\ D14 |Dss Iz ¢, Prp
Pcy Pc;| Pc; Pc3|Pcy Pcs|\Pcs Pc; Pcg Pcg Pcyy Pciy Pcyy

Figure 2. Examples of 3-bit error patterns and some mappings of these
patterns on CLC(16, 39) that the CLC-S algorithm cannot correct.

To deal with these error patterns, [16] proposed the CLC
Extended mode (CLC-E), which checks each line of the
codeword twice, being a 2-step correction process. The CLC-
E can correct all 3-bit adjacent errors, increasing the

correction efficacy of the CLC Standard mode (CLC-S).

Despite the increase in correction efficacy of the CLC-E,
particularly for 3-bit errors, the synthesis cost increased
significantly. Table 2 compares the area consumption, total
power dissipation (dynamic and leakage), and delay of the
encoders implementing the CLC-S and CLC-E algorithms.

Table 2. CLC decoders synthesis results for 16-bit word versions.

Area

ECC e [ 0
CLC-S(16,39) 1194 100
CLC-E(16,39) 2612 218

Power Delay
(mW) | (%) (ns) (%)
0.085 100 1.37 100
0.268 315 2.55 186

CLC-E is a brute force algorithm that implements a double
check in all error situations, even when there are only single
errors. Thus, the implementation of CLC-E can imply a
considerable impact on the system performance, without
providing a significant increase in the correction efficacy.
This performance cost is the main reason that boosts this
work, which explores a more efficient error correction
algorithm with a lower implementation cost.

III. CLC ADAPTIVE ARCHITECTURE

This paper proposes CLC-A, which is an Adaptive
decoder for CLC that in execution time determines if the error
correction procedure must use the standard or extended mode;
therefore, enabling a tradeoff between correction efficacy
(i.e., dealing with more complex error patterns) and system
performance (i.e., delay and power consumption increases).

A. THE 32-BI1T CLC STRUCTURE AND COMPUTATION

We expanded the CLC version described in Section II to a
32-bit data, following the description presented in [16], which
results in a 65-bit codeword — CLC(32,65). This increase in
the data field shows that CLC scaling implies a Redundant
Rate (RR) reduction; for instance, while CLC(16, 39) has
RR=(39-16)/16=1.4375,  CLC(32,65) has  RR=(65-
32)/65=1.03125. Figure 3 illustrates the CLC(32,65)
codeword structure.

Dy Dy D, D; Dy Ds Ds D;\(Cyp C; C, C;\ Pry
Dg D9 Dip D1z D1z D13 D1g D15 || Gy G5 G5 C; || Pry
Dy D17 Di1g D19 Dzg Dz D2z D23 || Cs Co Crp Ciz|| Prs
D24 Dzs Dzs D27 D2g Dzo D3p D31)\C12 Ciz C1a Cis)\ Prs
(Pc,; Pc; Pc; Pcy Pcy Pcs Pcs Pc, Pcg Pcog Pciy Pcyg PCJZ)
Figure 3. CLC (32,65) codeword structure.

The redundant bits of CLC(32,65) are computed according
to Equations 2 to 9. Equations 2 to 5 describe how to calculate
the C, bits, which ¢ represents the check bit index. The Pr, bits
are calculated as described in Equation 6. Equations from 7 to
9 describe how to calculate the Pc, bits.

Cyq = Dsqg ® Dsg+1 ® Dsg+3 @ Dsg+4 ® Dsq+6 Y g€ {0,4,8,12} (2)

Cyq = Dsqg ® Dsg+2 @ Dsg+3 ® Dsg+5 ® Dsq+6 YV g€ {1,5,9,13} 3)
Cy = Dsq+1 ® Dsg+2 @ Dsgrs @ Dsgi7 Vge {2,6,10,14} (4)
Cy = Dsg+4 ® Dsg+5 ® Dsg+6 ® Dsg+7 Vge {3,7,11,15} (5)

Prg=Dsq® ... ® Dsq+7® Cag® ... ® Caq+3 Vqe {0,1,2,3} (6)
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Pcyg =Dy & Dy+s ® Dy+16 ® Dg+24

Pceyg+s = Cy @ Cyra ® Cy+8 ® Cy+12 v0<g<3 (8)

Pci2 = Pro® Pri®Pr2®Pr3 )

B. CLC ADAPTIVE ARCHITECTURE

Figure 4 displays that CLC-A architecture encompasses
two modules: Adaptive Control and Sub-Decoder. Adaptive
Control is a Finite State Machine (FSM) that controls the
execution of the Sub-Decoder, which analyzes the syndrome
of redundant bits, deciding whether the error to be corrected
requires a single-checking (similar to CLC-S) or double-
checking (similar to CLC-E).

CLC Adaptive Decoder

RESET  Adaptive Control)

FINISH
EN=0

START READY

v

RESET

CK

N

J

l EN TEXTEND
s N
Sub-Decoder

ENC_WORD DEC_WORD
[ Syndrome analyzer j g

. J

Figure 4. A high-level description of the CLC-A architecture.

The FSM of the Adaptive Control remains in the IDLE
state while the command START=0; in this state, the CLC-A
Decoder emits READY=0, informing that the decoder does
not have a decoded word (DEC_WORD) ready to be read.
When the CLC-A decoder is commanded to decode the input
coded word (ENC_WORD), the FSM goes to the DEC_PT1
state, placing EN=1; consequently, commanding the Sub-
decoder module to perform the first correction procedure,
correcting simple errors detected in the ENC_WORD.

Sub-decoder implements the Syndrome Analyzer circuit,
which assesses whether ENC_WORD has more than one line
with errors and whether at least one line has a double error (as
shown in Figure 2). In this case, the Syndrome Analyzer
circuit informs the Adaptive Control, setting EXTEND=1,
that it is necessary to perform a second correction procedure.
On the subsequent clock pulse, the Adaptive Control reads the
EXTEND signal, causing the FSM to go to the DEC PT2
state. This last state generates an additional EN=1 command,
which commands the Sub-decoder to perform another step of
the CLC algorithm to correct new simple errors detected in
ENC_WORD (see Section III.C for better understanding the
double-error correction procedure).

If the Syndrome Analyzer circuit does not detect the need
for a second correction step, Sub-decoder sets EXTEND=0,
informing to the Adaptive Control that the ENC WORD
decoding is finished. Note that this does not necessarily imply
that all errors have been corrected, but that there is no benefit
in performing a second correction step. Subsequently, the
Adaptive Control FSM goes to the FINISH state for a clock

cycle, causing the CLC-A Decoder to emit READY=1, which
means that the DEC_WORD is ready to be read. Finally, the
Adaptive Control FSM goes to the IDLE state, waiting for
decoding the next ENC_WORD.

C. EXAMPLE OF CLC-A DOUBLE CORRECTION PROCEDURE

The first CLC-A correction procedure can potentially
correct a simple error, which is part of a double error, using a
simple error correction method. Therefore, when applying a
second correction procedure, the previous double error
becomes a simple error to be corrected.

Figure 5 shows an example of a CLC(32,65) double
correction procedure. In the first step, the algorithm detects
that the codeword has a double error in the first line, but
cannot correct this error, because the second line has an error,
not allowing to know the double-error position. Also, the
algorithm detects that the error on the second line is in D4,
which can be corrected with Hamming. The Syndrome
Analyzer circuit reports the existence of this double error,
requiring one more correction step. In the second step, the
double error in the first line is detected again, but since the
second line has no errors (corrected in the first step), the CLC
algorithm can correct bits D; and D, through the column
parity bits Pc; and Pc,.

() D, D; D: Ds Ds D; Co G C G Pr
Dé? D9 D]O D]] D]Z D]j’ D]4 D]5 C4 C5 Cﬁ C7 PF]
D]6 D]7 D]H D]9 DZU DZ] DZZ DZ.? CH C9 C]O C]] PrZ

D24 D25 Dzs D27 D2g D29 D3p D31 Cpz Ciz Ciy Cis Prs
PCg PC] PCZ PC3 PC4 PC5 PCg PC7 PCg PCg PC]g PC]] PC]Z

(n D, Di D Ds Ds Dy G G G G P
Dg Dy Dip D1g D1z D13 Dy Dis G4 Cs Cs C; Pry
Dis D17 D1g D19 Dzp D21 D22 D2z Cg Co C1p Ciz Pry
D2y Dzs Dz D27 Dag D29 Dsp D31 Ciz Ciz Cig Cis Prs
Pcy Pc; Pc; Pcy Pcy Pcs Pcs Pc; Pcg Pcg Pcyp Pci Py

Figure 5. Example of a double-error correction procedure.

IV. CORRECTION ANALYSIS

This section presents the correction results achieved by
CLC-A to be compared with CLC-S and CLC-E. The main
objective of this analysis is to validate the proposed CLC-A,
verifying the effectiveness of the Syndrome Analyzer to
perform the second correction step. Therefore, the initial
assumption is that CLC-A has at least correction efficacy
equals to CLC-S, although this experiment also checks
whether the correction rates of the proposed decoder match or
surpass the correction rates of CLC-E.

We developed an error correction experiment using the
Verilog language to evaluate CLC-A, CLC-S, and CLC-E,
which were designed regarding 32-bit data. The script that
controls the experiment and collects the data was built in
SystemVerilog.

Along with the ECC Encoder and Decoders, we developed
an error injector module that emulates MCUs in a memory
device, resembling the experiments presented in [17][18]. The
error injector module generates error patterns employing a
one-bit distance between bitflips, which are the most probable
situation, as stated by [18]. Figure 6 presents the four
experiment phases.
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This experiment, which is performed for CLC-S, CLC-E,
and CLC-A, starts with a 32-bit word (Input data) encoded by
the CLC encoder to produce the corresponding 65-bit
codeword (I). Note that the CLC encoder is the same for all
CLC types since the differences are only in the decoding
algorithms. During Step II, an error injector module inserts
random combinations from 1 to 8 errors into the codeword,
emulating bitflips in a memory device. Next, the codeword
with errors is inserted into the ECC decoder, producing the
decoded 32-bit word (Output data) (III). Finally, the Input data
is compared to the Output data. If both data are equal, then the
error was successfully corrected; otherwise, it represents an
uncorrected situation.

Corrected or

Start av |_>not corrected
Y

Input data (32-bit) ) (Output data (32-bit))

| Decoder | (1)

Legend: —» Control flow
---» Data flow
== Control-data flow

From 1 to 8 errors

Figure 6. Steps of the error coverage experiment, which is performed for
CLC-S, CLC-E, and CLC-A.

To evaluate the correction capacity of the ECCs from one
to eight errors, we designed a set of ten thousand error patterns
for each error scenario, which were used by the error injector
to extract the correction efficacy of each ECCs. Figure 7
illustrates the results of this experiment, displaying that CLC-
A achieved higher error coverage than CLC-S, which was
expected since the decoder performs the extended correction
when triggered by the Syndrome Analyzer. Besides, CLC-A
also had similar correction results to CLC-E, meaning that the
Syndrome Analyzer implemented inside the CLC-A decoder
optimizes its correction performance, in most of the situations.
However, CLC-E performs the extended correction mode for
all error scenarios, and CLC-A uses this mode only when
necessary, which represents substantial rationing of resources.

[
o
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b ¥
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™ 100

—o—CLC-S
CLC-E
#- CLC-A

Correction (%)
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1 2 3 4 5 6 7 8
Number of Errors

Figure 7. Error correction rates of CLC-S, CLC-E, and CLC-A.
V.  SYNTHESIS RESULTS

This section presents the synthesis results of CLC-A,
CLC-S, and CLC-E. We do not evaluate the encoder synthesis

since for these three ECCs because the encoding module
remains the same. Furthermore, we implemented a Coverage
per Decoder Cost (CDC) analysis, which estimates the
approximate tradeoff between error coverage and synthesis
cost of the ECCs analyzed. CDC also was applied considering
singly area, power, and delay.

A. SYNTHESIS OF THE DECODERS

The CLCs decoders were implemented in Verilog and
synthesized with Cadence’s G.E.N.U.S for 65 CMOS
technology; the results are presented in Table 3.

Table 3. Decoder synthesis results.

ECC Area Power Delay
m?) | (%) | mW) | (%) (ns) (%)
CLC-A(32,65) 2463 102.5| 0.423 116.8 20| 1428
CLC-5(32,65) 2403 100.0| 0.362| 100.0 1.4 100.0
CLC-E(32,65) 5283 219.8 1.040| 287.2 27| 192.8

Table 3 shows that CLC-A synthesis costs are very close
to CLC-S, the FSM structure of the Adaptive Control, and
Synthesis analyzer additions are the reasons for this minor
difference. The delay, which increased by nearly 42.5%
compared to CLC-S, was the most affected result due to the
addition of the CLC-A features. On the other hand, the rise in
area and power was nearly marginal, 2.5% and 16.8%,
respectively.

When compared to CLC-E, CLC-A has a considerably
lower cost. The area, power, and delay of CLC-A are
respectively 53.4%, 59.4%, and 26% smaller than the CLC-E.
These values are explained by the fact that the CLC-E decoder
duplicates the CLC-S decoder execution, with the correction
procedure occurring in the same clock pulse. CLC-A may
require two clock pulses to perform the entire execution,
impacting the CLC-A decoder delay.

B. CORRECTION PER DECODER COST (CDC) ANALYSIS

We performed the CDC analysis adapting the metric
presented in [19], which considered the coverage of the
proposed ECCs per the cost of the encoder and decoder. Our
experiment does not consider the encoder cost since it is the
same applied for all CLCs. Equation 10 presents the
Circuit Cost of each ECC decoder, which is the product of
area consumption, power dissipation, and delay extracted
from the synthesis results.

Circuit Cost(circuit) = Area X Power X Delay (10)

Equation 11 computes CDC as the division of the
Correction Rate (achieved by each ECC - Figure 7) per the
Circuit Cost.

CDC = Correction Rate (11

" Circuit Cost
Figure 8 presents the CDCs for each CLC mode
considering all error scenarios — the results are normalized,

and the number 1.0 stands for the best tradeoff.

In general, CLC-S achieved the best CDC results;
however, the gap to CLC-A from three to eight errors was
marginal. This small gap can be explained by the fact that the
correction results of CLC-A are considerably higher than
CLC-S, compensating the higher CLC-A synthesis cost.
Besides, for all the error patterns analyzed, the high correction
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capacity of the CLC-E cannot counterbalance its huge
synthesis cost, making CLC-E the code with the lower CDC.
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Number of Errors

Figure 8. CDC results of CLC-S, CLC-E, and CLC-A.

We also expanded the analysis of the CDC by considering
the isolated impact of each synthesis result. This experiment
produced Figure 9 to Figure 11.
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Figure 9. CDC considering only area consumption as the synthesis cost.
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Figure 10. CDC considering only power dissipation as the synthesis cost.

On the one hand, Figure 9 and Figure 10 illustrate that,
despite the first two error scenarios, CLC-A presented in most
scenarios the best tradeoff between error correction capacity
and area consumption or energy dissipation. On the other
hand, Figure 11 shows that the delay significantly impacts the
gain ratio between CLC-S and CLC-A, since the CLC-A
decoder has almost 50% more delay than the CLC-S decoder.
However, we stress that a rigorous delay analysis should
require a more complex experiment, involving the
implementation of the codes in an embedded system. Even
because, to run the extended mode, the CLC-A requires two

clock pulses, which were not considered for this experiment.
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Figure 11. CDC considering only delay as the synthesis cost.

VI. CONCLUSION

This paper presented CLC Adaptive (CLC-A), an adaptive
CLC mode that allows the decoder to decide whether to use
the standard or extended correction modes during the
execution time. The CLC-A decoder encompasses an FSM
and a Syndrome Analyzer to perform its adaptive behaviour.
The first one acts as a decoder controller, receiving the
decision made by the Syndrome Analyzer to activate or not
the extended correction mode. The decoder needs two clock
pulses to perform the full codeword correction.

The proposed decoder not only maintains the high error
coverage provided by the CLC-E but also considerably
reduces the cost to implement a more robust version.

The CDC results showed that CLC-A represented a
considerable upgrade compared to CLC-E, reducing the
tradeoff gap against CLC-S and, particularly for the area- and
power-driven systems, CLC-A presents the best tradeoff
results for most of the error scenarios. The CDC results show
that CLC-A provides a substantial improvement compared to
CLC-E; besides, particularly for systems with requirements of
reducing area consumption and energy dissipation, CLC-A
presents the best tradeoffs for most error scenarios.
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