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A LIGHTWEIGHT BLOCKCHAIN DATA MODEL FOR THE INTERNET OF
THINGS

RESUMO

O número de dispositivos conectados a Internet tem aumentado de forma signi-
ficativa nos últimos anos. Estes devices não estão apenas limitados a computadores tra-
dicionais, mas também se apresenta na forma de dispositivos com hardware limitado, tais
como, TVs, câmeras IP, relógios inteligente, capazes de executar processamento de dados
e interagir através de uma rede. Devido ao crescimento do uso destes dispositivos atra-
vés da Internet (IoT), eles passaram a ser um alvo atrativo para usuários maliciosos. O
número de ataques executados nos dispositivos IoT apresentam um crescimento significa-
tivo nos últimos anos, portanto, é fundamental melhorar a segurança nos dispositivos com
hardware limitado. Desse modo, uma nova tecnologia que garanta a integridade dos dados,
resiliência através de uma arquitetura descentralizada foi investigada, a fim de apresentar
soluções de segurança no ambiente de IoT. Essa tecnologia é chamada blockchain. Apesar
dos benefícios que a blockchain traz, ele ainda apresenta algumas desvantagens, como
alta demanda de armazenamento, poder de processamento e alta latência, o que poderia
restringir sua adoção em ambientes de IoT. Com base nisso, a tese atual propõe uma block-
chain leve capaz de rodar em hardware limitado comum usado na IoT. A solução proposta
é chamada SpeedyChain. Para que a solução proposta seja considerada leve, é proposto
um novo modelo de dados, e através dessa mudança a blockchain é capaz de adicionar
uma ou mais transações ao mesmo tempo em diferentes blocks e ainda desacoplar a as
trasações dos blocks da blockchain. Para demonstrar a viabilidade da solução proposta,
ela foi avaliada em três experimentos: Casa Inteligente, Cidade Inteligente e IoT Industrial.
Os resultados alcançados são promissores, o tempo para gerenciar transações não excede
a casa de milissegundos. Além disso, o modelo de dados da SpeedyChain é capaz de
garantir as propriedades de integridade dos dados e não-repúdio com a intrudução mínima



de processamento extra. Esta tese também discute os principais ataques a blockchains e
como a solução proposta pode evitar esses ataques.

Palavras-Chave: Blockchain, Internet das Coisas, IoT, Segurança.



A LIGHTWEIGHT BLOCKCHAIN DATA MODEL FOR THE INTERNET OF
THINGS

ABSTRACT

The number of connected devices increased significantly in the last years. These
devices are not limited to traditional computers, but nowadays it is also common to find
hardware-constrained devices, e.g., TVs, IP cameras, smart watches, able to handle infor-
mation and interact through a computer network. Due to the growing on the use of these
devices in the Internet of Things (IoT), they become an attractive target for malicious users.
The number of attacks performed in IoT devices increased in the last years, hence it is
paramount to improve security on the hardware constrained devices. Therefore, a new tech-
nology that guarantees data integrity, resilience and a decentralized architecture has been
investigated in order to bring solutions in the IoT environment. This technology is called
blockchain. Despite the benefits a blockchain brings, it still presents some drawbacks, such
as, high storage demand, processing power demand and high latency, which could restrain
its adoption in IoT environments. Based on that, the current thesis proposes a lightweight
blockchain able to run in common constrained hardware used in IoT. The proposed solution
is called SpeedyChain. To achieve the lightweight solution, a new data model is proposed,
and this change makes the blockchain able to add one or more transactions at the same
time and still decouple the payload from the blockchain. In order to show the viability of
the proposed solution, it was applied to three experiments: Smart Home, Smart City, and
Industrial IoT. The achieved results are promising, keeping the time to handle transactions in
milliseconds. Furthermore, SpeedyChain data model is able to ensure data integrity as well
as non-repudiation security properties, with a minimum processing overhead. This thesis
also discusses main attacks on blockchains and how the proposed solution avoids these
attacks.

Keywords: Blockchain, Internet of Things, IoT, Security.
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1. INTRODUCTION

The popularization of devices with some embedded technology has become in-
creased in the past years, especially for end-users. These devices are equipped with com-
ponents such as processor, memory, power, and so on, which can provide devices data
handling capability, making them able to interact with the environment or produce data.
These devices are popular among end-users not only due to this environment interaction
capability but also due to their small size, which makes many of them portable. This de-
vices list is vast; however, we can highlight devices such as smartwatches, smart shoes
(among other wearable devices), IP cameras, smart TVs, safety/security equipment applied
in smart homes/offices, temperature sensors, smart vehicles, traffic lights and so on. All
these devices have some processing capacity, enabling them to execute computing tasks.
Additionally, these computing tasks performed by devices enable them to communicate with
other devices, once a network connection is available, and produced information can be ex-
changed. Once a device can perform some computing tasks and also capable of exchanging
information through a network connection, we can say that the device is part of the Internet
of Things (IoT).

The term IoT was defined, initially around 1999 by Kevin Ashton to manage a pro-
duction chain through Radio Frequency Identification (RFID) [Ash09]. Despite that, the IoT
concept is recent in the Computer Science field, and its definition does not have a con-
sensus among researchers. Despite this lack of consensus, IoT is applied in different do-
mains such as smart cities [ZBC+14], smart offices [MA18], smart homes [KSM13], wear-
ables [AWHJ15], pervasive and ubiquitous computing [Xu11].

The IoT concept follows a multidisciplinary domain and it considers that machines
can sense the environment where they are located, also through actions, they are capable
of changing this environment [GKN+11]. Furthermore, this multidisciplinary domain can be
divided into [AIM10]: (i) transportation and logistics; (ii) health care; (iii) smart environment
(such as houses, offices, factories) and, (iv ) social/personal. In order to enable the device
application among the different domains, IoT must ensure a communication layer and all
devices must be equipped with microcontrollers and transceivers that enable them to interact
through this layer [AIM10]. Once this capability is present, the devices can interact with
other devices, in the same way as they can interact with a user. Hence, this research
considers as IoT a network of devices capable of performing processing tasks and
able to exchange information.

As stated before, communication and processing capabilities are the main prop-
erties that help IoT devices to reach end-users. However, ensuring device security is a
challenging task, especially due to devices processing capability and connectivity and how
these devices interact with the users’ environment. Current research [MYAZ15] [AMV16]
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[AK14] [RNL11] [SRGCP15] shows that there are different security threats that can affect
IoT devices or their infrastructure. On October 2016 a famous attack against an Internet
service had a huge impact on many other services on the Internet. Particularly, in that at-
tack, the Mirai botnet [Jga16] used devices with default configurations (especially default
user and password) to attack a dynamic Domain Name Server (DNS) provider, i.e. the Dyn
DNS. In that attack, millions of devices, e.g. IP cameras, vacuum cleaners, and domestic
routers were used to produce a Distributed Denial of Service (DDoS) attack. Consequently,
different applications and services that were using this dynamic DNS provider became un-
available [Jga16]. This single example shows the importance of enforcing security for any
device that is connected to the Internet. From 2016 to 2018, the number of attacks on IoT
has increased three-fold [Kas19], which shows that this problem is increasing as the number
of devices on IoT increases. Some companies foresee that by 2025, more than 75 billion
devices will be connected to the Internet around the world [Sar19].

Searching to identify or even propose a solution to IoT devices security, several
different types of research have been developed during the last years in different levels of
the IoT architecture (see Section 3.2). The main concerns for IoT security are related to
protocol and network, data privacy, identity management, trust and governance, and fault
tolerance. Based on these concerning points, different technologies could be applied to
improve device security [RNL11].

Among the new technologies that are being presented to improve IoT devices secu-
rity, blockchain [Nak08] has caught significant attention either from industry and academia.
A blockchain is a distributed ledger technology (DLT) that gathers together different basic
Computer Science concepts, for example, linked list structure, consensus algorithms, cryp-
tography algorithms such as public key cryptography and hash functions, and a Peer-to-Peer
(P2P) network. This technology initially was conceived to act as a public distributed ledger
for an online cryptocurrency, although it can be applied to different contexts, such as, access
control, and data management.

The blockchain applicability in IoT context could benefit from some characteristics
presented by the blockchain technology. The resilience is a property that is present in the
blockchain concept [LZSL17], for example. This benefit can maintain an IoT solution working
even in an attack to a device or its unavailability, avoiding single points of failure [ZJ18] and
giving high availability to the IoT network. Furthermore, the method in which information is
appended to the blockchain ensures transparency, tampering resistance [SS16] and non-
repudiation.

Despite providing some characteristics that improve an IoT solution in different as-
pects, blockchain technology presents problems related to the existing hardware constrained
in some of the IoT devices. Among the possible limitations is the ledger size [ZLWS18], as
the blockchain stores all the created information, which leads to considerable high storage
demands. Another limitation is related to the high processing demand [ZLWS18], which is
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caused by the algorithm that runs in the blockchain to make the information produced by
network nodes to become trusted in an untrusted environment. These are some of the key
points to be addressed when applying the blockchain technology into the IoT context. This
research will consider as a lightweight solution in terms of low processing latency overhead,
information management and required solution storage.

Motivated by the properties presented by the blockchain, and research to improve
its capability, in a way that fits the IoT requirements, the current research is focused on
proposing a blockchain lightweight data model to be applied in the IoT context ensur-
ing the security aspects.

1.1 Research scope

IoT devices present several challenges regarding the support of a security mech-
anism. Most of these challenges are related to applying security in constrained IoT de-
vices [CZ16] [RNL11], and the overhead that these security measures introduced. Among
the security measures that are commonly applied to solutions, the authentication is a first
stage to control/limit the user access [OMAA17]; however, the traditional approach using a
combination of user and password is considered obsolete [BHvOS12].

Therefore, this research started evaluating authentication mechanisms to replace
the traditional combination of user and passwords. In order to find the existing solutions for
a distributed architecture to provide an authentication mechanism that would avoid user and
password combination, a literature review was performed. During this review, it was set,
also, that the solution should be able to store the authentication information and guarantee
integrity and resilience. Solutions that seemed to stand out were the ones that are using the
blockchain technology [OMAA17] [AEVL16] [SI16].

Since blockchain was identified as a possible research subject that would solve the
authentication problem, a different literature review was performed in order to identify state
of the art related to blockchain research. The first step was to find the number of papers
that were published considering only the term “blockchain”, which was applied as a search
string in different digital libraries, i.e. ACM, IEEE and Springer. As can be seen in Table 1.1,
in 2016, very few papers were published with the term blockchain in its metadata. In the
following years, the subject became a research topic for several researcher groups around
the world, it was more than tenfold in 3 years.

On the one hand, the second step was performed, aiming to understand the re-
search gap regarding security on the blockchain. In order to do that, a new search string
was applied to the same digital libraries from Step 1, i.e. “blockchain and security”. The
result, in the number of papers, from 2016 to 2018, is shown in Table 1.2. As can be seen in
the table, the number of papers was reduced considerably.
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Table 1.1 – Number of papers using “blockchain” as query string - from 2016 to 2018
Portal 2016 2017 2018
IEEE 57 324 1,041
ACM 33 105 264
Springer 68 326 681

Table 1.2 – Number of papers using “blockchain and security” as query string - from 2016 to
2018

Portal 2016 2017 2018
IEEE 25 165 515
ACM 22 67 152
Springer 58 267 536

On the other hand, we inspect the blockchain applicability in the context of IoT. To
perform that, we produced a new search string to see how many papers were published
regarding “blockchain and IoT”. The results of this search are shown in Table 1.3. Similarly
to blockchain and security search, the search using the “blockchain and IoT” string also
returned few papers, even less than “blockchain and security”.

Table 1.3 – Number of papers using “blockchain and IoT” as query string - from 2016 to 2018
Portal 2016 2017 2018
IEEE 10 70 265
ACM 5 26 46
Springer 11 78 242

The final step was to understand how blockchain had been used to provide more
security for IoT environments. Therefore, we produced a new string, i.e. “blockchain and
security and IoT”, and applied it to the same search engines from the same digital libraries.
As can be seen in Table 1.4, the number of papers that were published, regarding this
combination, was very limited by 2016. Besides the low number of papers, most of them did
not present any solution, but rather just discussed the application of blockchain to provide
security in the context of IoT. Most of the solutions started to be published only by 2017 and
2018.

As can be seen in the previous tables, the number of research papers published
in the last years has increased considerably regarding blockchain and its applicability for
security in the IoT context. Despite that, blockchain technology still presents challenges
in terms of scalability, ledger size and power-consuming, when applied to the IoT context,
which leads to a broader research field. Hence several research questions were established
and a hypothesis that will be validated in this thesis.

It is important to mention that the results presented in Tables 1.1, 1.2, 1.3 and
1.4 were collected on February 20, 2019. Naturally, at the beginning of this research, the
number of papers in 2016 were less than the ones now present in those tables, since it takes
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Table 1.4 – Number of papers for “blockchain and security and iot” string - from 2016 to 2018
Portal 2016 2017 2018
IEEE 4 46 164
ACM 1 18 37
Springer 9 65 210

time till all papers are stored in the digital libraries. Just as an example, by the beginning of
January 2019 there were 941 papers regarding “blockchain” in the IEEE digital library, and
by February 20, 2019, there were 1,041.

As the outcome from this review, we identified that the proposed blockchain must
be able to adapt to the IoT context. As part of its adaptation, a change in the blockchain
data model was performed in order to make it lightweight and still ensures data integrity
and non-repudiation. It is important to highlight that during this research, it is assumed
that the hardware is secure and trustworthy. This assumption guides research to define a
permissioned blockchain, combining trusted and untrusted parties.

1.2 Hypothesis and Research Questions

Taking the main problems that current blockchain solutions present when applied to
provide security for IoT contexts, this PhD thesis aims to investigate the following hypothesis:

A data model to provide a lightweight blockchain for devices in the Internet of Things can be
applied in a less time-consuming solution than traditional blockchains, nonetheless,

keeping the same security level.

Hence, the following research questions were established to support the validation
of the set hypothesis:

1. Which are the most common hardware available capable of run a blockchain? Once
this question is answered, it could lead to identifying the hardware that can run a
blockchain, and this leads to the next question.

2. What is the performance in constrained hardware to handle the algorithms needed for
supporting a blockchain? Answering this question would help to understand the over-
head caused by the blockchain algorithms. Thus, this answer could point to scenarios
where each different hardware could be used.

3. How to change/adapt the current blockchain technology in order to become a lightweight
solution capable of fitting in embedded hardware (such as constrained hardware IoT
devices)? The answer to this question should help to drive the blockchain architecture
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in order to design a lightweight solution. This answer should help to identify what are
the overhead bottlenecks in a blockchain and to find possible alternative solutions to
keep the blockchain properties and, at the same time, to fit in a constrained devices
IoT environment.

4. What are the most common security threats that could compromise a blockchain? This
question aims to leverage the study of security risks for new technology. Like any new
technology, a security analysis should be conducted in order to identify flaws and a
possible workaround.

5. How to propose an alternative data model for blockchain that keeps a high-security
level? Once the security threats are identified, the answer to this question should
produce a data model that allows a blockchain to runs in a constrained environment
and still keep the security aspects that were identified and analyzed.

1.3 Thesis publications

This thesis has produced the following research papers:

1. A Decentralised Approach to Task Allocation Using Blockchain [BMZB18]. Initially, this
research aimed to identify the blockchain applicability in a different context from its
traditional usage in Bitcoin. This paper proposed architecture for dynamic and decen-
tralised allocation of tasks built on the idea of having communication and coordination
in a multi-agent system through a private blockchain.

2. Distributed access control on IoT ledger-based architecture [LMNZ18]. This paper
proposed an IoT ledger-based architecture to ensure access control on heterogeneous
scenarios. This research applied conventional devices used on IoT networks, such as
Arduino, Raspberry, and Orange Pi boards, and evaluated the solution performance.
This paper presented the appendable block concept for blockchain.

3. SpeedyChain: A framework for decoupling data from blockchain for smart cities [MDS+18].
This paper is an extension from the “Distributed access control on IoT ledger-based
architecture” paper. The new framework was applied to a smart city scenario, and
the research was conducted in cooperation with the University of New South Wales
(UNSW). In this paper, a blockchain framework that decouples the data stored in the
transactions from the block header is proposed. This data structure allowed fast addi-
tion of data to the blocks using an expiration time for each block and a witness-based
mechanism in order to create new blocks.
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4. Dependable IoT using blockchain-based technology [ZNL+18]. This paper presented
some discussion about the usage of blockchain technology in IoT environments and
proposed a layer model of blockchains for IoT. Additionally, it presented an overview
of the latest research regarding network architectures, consensus algorithms, data
management, and applications.

5. A reputation system based on blockchain to detect fake news [LSL+18]. This paper
presents a complete use case using the SpeedyChain blockchain framework. In this
research, the blockchain acts as a back-end mechanism and is used to keep the votes
and news historical information, thus working as input to allow the user reputation
definition.

6. A Lightweight Blockchain for Industrial IoT [Lun18] (to be submitted). This paper will
present a detailed security analysis pointing to the most common blockchain security
threats and how these issues could affect SpeedyChain. Additionally, the framework is
evaluated in an Industrial IoT scenario using a PBFT consensus algorithm.

7. Blockchain Technologies for IoT [DJD+20] (to be submitted). This research is a work
in progress book chapter that analyses the blockchain applicability for IoT domain from
different aspects such as, data model, security, consensus algorithms. This research
has been performed together with UNSW, Data61, and PUCRS. Springer will publish
this chapter.

All the above mentioned publications were related to using a framework that uses a
data model that allows decoupling the payload from a blockchain, hence, allowing informa-
tion to be appended to and at the same time to ensure that data is secured. This framework
is called SpeedyChain and was registered at Instituto Nacional de Propriedade Industrial
(INPI) under number: BR512018001343-0. This framework was applied to different scenar-
ios, such as Smart Home/Offices, Smart Cities, Industrial IoT, and Fake News (see above
publications). Additionally, during the current research, there was also a collaboration in
research projects between our research group at PUCRS and companies installed at Tec-
noPUC.

1.4 Thesis Structure

The remainder of this thesis is organized as follows. Chapter 2 presents the fun-
damental concepts required to understand the subject of this research approaches. Next,
Chapter 3 introduces literature research presenting the related work in which blockchain is
applied in the IoT domain. Chapter 4 presents a security evaluation from different security
threats that could somehow compromise a blockchain normal behaviour. Chapter 5 presents
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the core of this document, which is the formal definition for a lightweight data structure for
blockchains. Following, Chapter 6 presents the results in three different use cases where
the proposed blockchain data structure is applied. Finally, Chapter 7 presents the final re-
marks on this thesis, and the hypothesis validation supported research questions answers
and points for future direction to the current research.
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2. BACKGROUND

This chapter introduces the terminologies and concepts used in this thesis. The
subjects in this chapter present the blockchain technology and they briefly describe the work-
ing process of the Bitcoin blockchain (Bitcoin was chosen to present the main blockchain
concepts due to its historical relevance). Also, this section contains challenges that blockchain
present in IoT contexts.

2.1 Bitcoin blockchain

In 2008, Satoshi Nakamoto [Nak08] published the paper Bitcoin: A peer-to-peer
electronic cash system, which presented a mechanism that enables a definition of a dig-
ital currency called Bitcoin. In the paper, they proposed the creation of a currency that
presented the following features: decentralization, public and distributed ledger, no central
authority trust, certification of the currency ownership, double spending control and data
forging avoidance. Since its proposal, this cryptocurrency has increased its market share,
and brought about the technology that makes Bitcoin works, i.e. blockchain.

Blockchain acts as the main technology in the Bitcoin cryptocurrency, ensuring that
transactions are kept public and decentralized. Blockchain is also responsible for providing
a control mechanism to avoid double-spending by controlling the coin ownership. Through
the blockchain, a transaction ledger is created, storing all the transactions performed since
the Bitcoin conception. Each transaction consists of a coin ownership transference, from the
current owner to the new owner, i.e., every time that someone executes a coin transference,
a new transaction is created. It is important to notice that for every single transaction, in the
Bitcoin blockchain, a coin exchange is performed.

Figure 2.1 shows how a transaction is defined in the Bitcoin blockchain. Each
transaction is composed of three main fields groups, which are: inputs, outputs, and control.
As part of transaction control, the fields Version, #Inputs, #Outputs (both fields indicate how
many inputs and outputs are used to define the transaction), and Locktime (which indicates
the earliest time when the transaction may be added to the blockchain). Besides that, there
is a set of fields that describes the inputs and outputs that are in a transaction. The input
definition is composed by Previous Transaction Hash, Previous Output Index, Script Length,
ScriptSig (which is a sequence of instructions in order to ensure the destination address
and to provide a proof of ownership), and Sequence. The output is defined by Value, Script
Length and Script Public Key.

In the Bitcoin cryptocurrency, there is an algorithm that defines that a transaction
fee must be paid when an amount of coins is exchanged between two parties. This fee
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value is defined by the party that is sending the coins, and the more it is paid, the greater is
the possibility of that transaction is inserted in the blockchain. This fee will generate a new
transaction from the party that is sending the coins to the party that mines the transaction to
a block. For example, imagine that party A wants to send 50 coins to party B, willing to pay
5 coins as transaction fee. Therefore, one transaction for the exchange of 50 coins between
A and B is created. When party C creates a new block with that transaction, party C also
includes a new transaction that transfers 5 coins from A to C in the created block.

Version

#Inputs

#Outputs

Previous 
Tx Hash 

Prev. Output 
Index 

Script 
Length 

Script 
Sig Sequence

Value Script 
Length 

Script 
PubKey LockTime

Figure 2.1 – Bitcoin transaction fields [Nak16]

Every time a transaction is created, it is sent to a pool of transactions, called mem-
pool in the Bitcoin network. The mempool contains all transactions that were created, but
not yet inserted into a block in the blockchain. The process of inserting a transaction into a
block in the blockchain is performed by a party (peer) from the Bitcoin network. Basically,
any peer can choose transactions1 from the mempool to be inserted into the block. After
that, the peer creates a Merkle tree based on the chosen transactions. Figure 2.2 shows an
example of a Merkle tree that is created for four transaction: Tx0, Tx1, Tx2 and Tx3. Basi-
cally, in a Merkle tree, each transaction is used to calculate a hash value to be inserted into
the tree. For example, A = hash(Tx0) is inserted as a leaf node in the tree, B = hash(Tx1) is
inserted as a leaf node in the tree, and so on. After that, a new hash is calculated based on
the hashes of the leaves nodes, for example, E = hash(A|B)2. The next nodes are created
based on the two children nodes, for example, the Merkle tree root = hash(E|F). Only the
root hash is stored in the block that is a candidate to be inserted into the blockchain.

After that the candidate block is constructed, the peer has to calculate the hash
value for that block. In order to calculate the hash value, the peer has to solve a mathematical
puzzle. When the peer is solving the puzzle, it will be known as miner. Basically, this
mathematical puzzle consists of finding a hash value that starts with a pre-defined number
of zero bits (known as puzzle difficulty). For example, if the difficulty is set to 8 and the hash
number consists of 16 bits, then a solution for the puzzle would be 0x00AB. Essentially, the
data that is inserted in the block is fixed, i.e. transactions, Merkle tree root hash, Version,
etc. (see Figure 2.3), however, the nonce field must be modified to solve the puzzle. Hence,

1On Feb. 06, 2019, the number of transactions that would be chosen by a peer varied from 2,000 to 2,500.
2Symbol ‘|’ represents the concatenation of two values.
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Figure 2.2 – Merkle tree sample

the miner has to find the nonce that is concatenated to the rest of the block and generates
a hash value that starts with the pre-defined number of zero bits, the block is considered
closed. This process is known as mining a block. Algorithm 2.1 shows how the mining
process is performed.

Algorithm 2.1 Simplified mining process
1: while nonce < difficulty do
2: if sha(sha(block+nonce)) < target then
3: return nonce
4: end if
5: nonce++
6: end while

The puzzle difficulty is reevaluated every time 2,016 blocks have been inserted
into the blockchain. Basically, the new difficulty is calculated by taking the old difficulty and
multiplying that by 2,016 and again by 10. Ten represents the time that it is expected to a
miner to solve the puzzle, i.e, in this case, ten minutes. After that, the result is divided by the
time it took to mine the last 2,016 blocks. This value is recovered from the timestamp that is
stored in the blocks (see Figure 2.3). Equation 2.1 shows the formula for the new difficulty.

new_difficulty =
old_difficulty ⇥ (2016_blocks ⇥ 10_minutes)

(the_time_took_in_minutes_to_mine_the_last_2016_blocks)
(2.1)

The process of finding the nonce is part of what is called a consensus algorithm.
In the Bitcoin case, and as explained in previous paragraphs, this consensus algorithm is
called Proof-of-Work (PoW). This algorithm is part of algorithms known as lottery algorithms
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[Bal19], since it rewards the peer first finds the nonce. It is called PoW because it requires
a computing work to find the hash. Usually, the peer that has more computing power will
work faster and, therefore, will find the nonce first. Despite finding the nonce and having a
complete block to be inserted in the blockchain, it is not the peer that created the block that
will insert that block in the blockchain. The peer will send the created block to other peers
(usually six peers) that will verify whether the transactions are valid, the Merkle tree root
hash is correct, and whether the found nonce meets the puzzle difficulty.

Block

Size

Header
Version

Merkle Tree Root

Dificulty

Previous Block Hash

Timestamp

Nonce

Transaction Counter

Block Content

Transactions

Figure 2.3 – Bitcoin block structure [Nak08]

The miners play a crucial role to keep the Bitcoin blockchain working. Hence, a
reward is paid for miners that successfully are able to create a node that will be inserted
into the blockchain. The reward is paid in Bitcoins3 and the transactions fees. The reward is
given to the miner through a CoinBase transaction, which, basically, consists of a different
transaction that transfers the reward to the miner.

Every block is initially identified by a fixed four-byte value, i.e. 0xD9B4BEF9, to
indicate where that block starts and follows the fields shown in Figure 2.3. The Size field (4
bytes) contains the block size, which can vary due to the number of transactions included in
each block. The Transaction Counter field (1-9 bytes) refers to the number of transactions

3The reward in November 2018 was 12.5 Bitcoins
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stored in the block. There is a subset of fields that composes the block header: Version
(4 bytes), which is used to identify what rules set was applied to validate the specific block;
Previous Block Hash (32 bytes), is used to create the link between the new block and its
predecessor; Merkle Tree Root (32 bytes), is the value that represents the summary of all
transactions in the block; Timestamp (4 bytes), current time that represents when the block
was created; finally, Difficulty (4 bytes) and Nonce (4 bytes) as previously described.

In order to create a link between the blocks, a hash algorithm is used. The Bit-
coin blockchain uses SHA-256 (see Algorithm 2.2) in order to create the block hash, and it
includes this information in the next block, thus creating the chain concept. It is important
to emphasize that once the chain is created, any change on the sequence, compromises
the whole chain. The main characteristic of the SHA-256 algorithm is that given an input
value, it always results in the same number of 256 bits, and its computation and validation
operation (i.e. calculate the hash of a given value) is very cheap in computing terms. It is
important to highlight that to find the original value from which the hash value was originated
is computationally very expensive (almost impossible, given the current processing power).

Algorithm 2.2 Bitcoin block header hash definition
1: header_bin = version + prevBlockHash + rootHash + time + bits + nonce;
2: header_hash = hash(’sha256’, header_bin );

So far, we explained how the blocks are created and linked together to build the
Bitcoin blockchain and to guarantee integrity. Non-repudiation and authentication are guar-
anteed using private-public cryptography (or asymmetric cryptography). Privacy is not the
major concern from the Bitcoin cryptocurrency, but it can be achieved if the private and public
keys are not associated to a person, hence, even though all transactions can be verified or
seen, it is not, directly possible to associate those to a person. Usually, people use different
key pair to different transactions in order to avoid being discovered.

The whole Bitcoin blockchain relies on the asymmetric Elliptic Curve Digital Signa-
ture Algorithm (ECDSA) [ZLS11]. The public key act as a user address, also called wallet.
The private key should be kept secret, as it will be used in order to sign the transactions
to allow a user to transfer some amount of coins from one wallet to another. The receiver
needs to provide the public key.

Figure 2.4 shows how the transactions are chained in the Bitcoin blockchain. The
transactions rely on the key par, while the public key is used in order to identify the user
that receives the coins in the transaction, the private key is applied to sign the transaction.
It is important to notice that despite all transactions belong to a sequence, i.e., every new
transaction stores the hash of the previous transaction, this sequence is not kept in a block,
as the transactions are distributed among different blocks. As the transactions created are
sent to mempool and only when a miner picks the transaction and solves the puzzle, that
transaction will be persisted in a block.
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Figure 2.4 – Bitcoin transaction chain [Nak08]

The Bitcoin blockchain uses a peer-to-peer (P2P) network. Due to this architecture,
each peer is responsible for keeping a blockchain copy, and this copy is updated by the
connected nodes. In the original Bitcoin proposal, each peer should be connected to eight
peers. This approach also makes the network resilient, since if any node fails, all other
nodes can still run the application.

As mentioned before, the block consensus algorithm, PoW, is executed concur-
rently by several nodes in the network, and only one node “wins” the race to find the puzzle
solution. However, this reward mechanism could not suit for scenarios where the comput-
ing processing power and storage are limited, such as in an IoT context. Hence different
consensus algorithms have been proposed in the past years.

One sample of consensus algorithms is the Proof-of-Stake [WFN+16]. This algo-
rithm has been considered for the Ethereum Foundation as an alternative to the PoW. This
algorithm is based on the amount of coins (or anything) that each peer possesses. By de-
sign, the PoS allows the peer that holds the biggest amount of coins to perform the block
validation. However, this approach presents a problem, related to the centralization, where
the richest peer will get advantages when voting to validate blocks. In order to avoid this
problem, researchers are proposing alternatives such as randomly selecting a node to vote
and the coin age (once a node holds an amount of coins, this coin age is computed, and
gives to its owner a per cent of chances to validate a new block). Several other consensus
algorithms have been proposed: PBFT, DBFT, Tendermint, Algorant, etc.

Based on the blockchain technology definition introduced by Bitcoin presents the
following properties: no central authority, auditability, data integrity, and resilience. All these
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properties are supported by the different technologies applied in different contexts, for exam-
ple, cryptocurrency [Nak08], healthcare [AEVL16], advertising [PKC+18], insurance [Nat16],
copyright protection [KFW+15], energy [KYH+17], and others.

2.1.1 Mining pools

As previously described, the main Bitcoin blockchain consensus algorithm (PoW)
rewards the node that solves a puzzle problem (the process encourage higher processing
power). However, the required work to solve this puzzle is computationally expansive. Ac-
cording to Equation 2.1, the puzzle complexity is adjusted after every 2,016 blocks appended
to the blockchain.

The puzzle complexity increase leads the miners to raise their processing power
(hash rate) either. One of the most common approaches to boost the miners processing
power is to group several nodes working together to solve the puzzle from the same block.
This mining grouping is given the mining pool name.

The concept of creating a mining pool is presented in Figure 2.5, where different
miners work together in order to solve the same puzzle. The pool concept is a node that
chooses transactions from the mempool and creates a block that should be mined, and
divides the work calculus among all the miners that are in the same pool. When the nonce
is found for that block, the reward is divided among all the participants according to their
contribution to solving the puzzle.
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Figure 2.5 – Mining Pool
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Nowadays the most processing power in the Bitcoin network is available at mining
pools as shown in Figure 2.6. The four biggest mining pools (BTC.com, F2Pool, AntPool,
SlushPool) are responsible for 48.2% of the Bitcoin network hash rate power.

As different consensus algorithms are being proposed, a new arrangement is pro-
posed to increase the probability to win the consensus process. For example, Ethereum
evaluated the Proof-of-Stake algorithm. This consensus algorithm rewards (increase the
vote probability) nodes that hold the higher stake. Thus, to increase the chance, different
nodes gather their stakes in order to improve their chance.

It is important to highlight that the consensus study is a wide research field. This
field is not limited by the mining schema, but it is extended to different algorithms, rewards
mechanism, etc.
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Figure 2.6 – Hashrate distribution among the largest mining pools (03/01/2019) [Blo19]

2.1.2 Smart Contracts

One of the main blockchain purposes is to keep the transaction between two par-
ties, in a public and distributed ledger [Nak08]. However, after blockchain became a de
facto technology, scripts were inserted in order to process and identify transactions (as pre-
sented before in the Bitcoin network), and Ethereum Network used the smart contract con-
cept [CD16] to improve the blockchain usage. A smart contract consists of a piece of code
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that can be executed (pretty much like a traditional programming language). However, this
code will be stored in the blockchain and it runs in the nodes that are storing that blockchain.
In a nutshell, a smart contract is a piece of code that is stored in the blockchain and presents
the following properties: self-enforced, uniquely identified in the blockchain, and immutable.
This contract is executed when some party sends a transaction taking as destination the
smart contract address. Once it receives the call, all steps (operations) that were described
in the contract are executed by any node in the network and produce a transaction of output.

Smart contract usage on the blockchain enables this technology to extends its func-
tionality. The code definition capability that allows defining a behavior executed when the
smart contract address is invoked, allows the blockchain to create an entirely new applica-
tion model. Due to the value that smart contracts insert in the blockchain, to support this
functionality is very important.

2.2 Blockchain Layers

As previously discussed, the blockchain is composed of different components.
Among the components we could identify different options or implementations, e.g, the con-
sensus in a blockchain could be a proof-of-work, proof-of-stake, proof-of-ownership, PBFT,
etc. Based on the capability of choosing any of the components, a definition of different lay-
ers could help to understand the different concepts that could be used and how they impact
a blockchain, we categorize blockchains into four layers as presented in Figure 2.7. Although
we use the layers presented in Figure 2.7, some authors present different architecture lay-
ers [MAAN19].

The “Communication” layer represents how the nodes in the blockchain communi-
cate and exchange information. This layer defines the communication protocols, P2P archi-
tectures, and network infrastructure used by a blockchain. It is important to note that this
layer has interaction not only with the consensus algorithms, but also with how the data is
distributed and how the applications are executed.

Additionally, the “Consensus” layer contains the process to validate the candidate
blocks before inserting them into the ledger and broadcasting that to other peers. The con-
sensus algorithm is required in the IoT context, especially for its characteristic, where the
network is public, and there is no trust in the peers. Thus, it plays a crucial role in ensuring
that each new block contains valid information, and any peer is able to verify the information
in the blockchain. The unreliable peer environment, where a blockchain is being executed,
could be considered in order to provide a solution to a common authentication problem,
which is related to have a third party involved.

The “Data” layer presents how the information is structured in the blockchain. This
layer specifies which are the adopted cryptography algorithms, how the data is stored, how
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the access to this data is performed, and how the data is replicated. Additionally, there
are some different approaches to the type of data that is stored in the blockchain. For
example, Ethereum [Eth17] stores the current balance for all accounts, while Bitcoin [Nak08]
maintains only the transactions between different users. The transaction organization in the
Bitcoin blockchain is through a Merkle tree data structure. This is an example of definition
performed in this blockchain level. During the consensus algorithm, some validations should
be performed, most of them are related to the verification of signatures and hashes, and the
accounts balance.

Moreover, there are different ways to use the blockchain. The “Application” layer
defines the APIs for using the data from the blockchain. For example, there are different
ways to access data, to use coins [Nak08], to generate tokens [FMMT18], to perform a
distributed application [WLL+17], to use an identity management [LHH+18], and to execute
smart contracts [ABC17].

COMMUNICATION

CONSENSUS

DATA

APPLICATION

P2P

PoW PoS PBFT

DHT Merkle Tree

dApp Token

Data Block

Coin

Protocols

Cryptography

SDNM2M

PoA

Smart Contract

Figure 2.7 – Blockchain layers [ZNL+18]

2.3 Challenges of applying blockchain in IoT

The Internet of Things is a concept that has been employed and applied in different
fields, as the “thing” term refers to anything. IoT can be applied to, for example, healthcare,
home automation, environmental monitoring, transports, and industry.

The equipment, which is part of the IoT solutions, is composed of (usually) devices
with lower processing power, for example, some of them are sensors that are able to gather
information from the environment where they were deployed to, while some work as actua-
tors that are responsible for interacting with, or modify the environment. All these devices
are interconnected to work together. The devices setting is part of the solution architecture
definition. This thesis follows the architecture presented by Gluhak et al. [GKN+11], which
proposes an IoT testbed architecture.
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Figure 2.8 – IoT tiers architecture (adapted from [GKN+11])

The architecture applied for IoT solutions is divided into three different tiers, as
shown in Figure 2.8. The first tier, called Device Tier, is composed of sensors and actuators.
It is located at the edge of the architecture, being near to users, factories, cars, etc. i.e., near
to the environment where the solution will be acting. The second tier, called Gateway Tier,
is composed of devices with more processing power than a Device Tier, however still with
limited computing resources. This tier is responsible for providing some extra resources,
allowing the solution to execute more complex tasks, or even to define a second connection
level. The upper tier, called Server Tier, is composed of servers that are able to act as a
service provider for the solution. Hence, the processing power is no longer a limitation, and
it is able to interact with different gateways from the lower level.

Using a three-tier architecture allows the IoT solution to be conceived using hetero-
geneous hardware, in the same tier, or even distributed among tiers. It allows the gateway
tier to act as a connection for the different devices from the lower tier. It will be responsible,
also, for managing the produced data and to handle device access control [JGMP14].

Once the amount of data produced in the devices tier is notable, the gateway layer
should work in order to handle the data. For example, a self-driven Google car, which is
equipped with several different sensors types, is able to produce around 750 megabytes of
data per second [Gro13]. Therefore, this brings about a problem related to the volume of
data produced and how to find an efficient mechanism/solution to properly handle this data
in terms of authentication (from which device is being produced) and security (data integrity
and non-repudiation).
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IoT is demanding more power processing and data handling at edge/fog level [SCZ+16].
Even with the cloud concept usage, there is still a need to act near to end-user in terms of
data management. This need becomes real as some of these IoT applications might re-
quire short response time, handles private data, and some might produce a large amount of
data [SCZ+16].

The blockchain technology adoption could be a challenge for IoT networks [CVM17].
As previously described, blockchain presents several benefits such as decentralization, re-
silience, data integrity, non-repudiation and relies on cryptography algorithms. Based on
that, several different aspects could be enhanced in IoT solutions.

Due to its initial conception, blockchain was defined to work as a public ledger for
cryptocurrency. Its applicability to the IoT context requires some extra research to evaluate
different limitation and aspects. One of the first limitations is the hardware used to manage
the blockchain. This brings the need to identify what is the minimum required hardware to
manage a blockchain. To do so, it is important to take into account that big blockchains
contain a large number of blocks and transactions, which will require more time to update
peers, bandwidth and consequently, high resource demanding. Thus, a blockchain definition
must be aware of these limitations and its architecture should allow controlling the block size
as well to identify the cryptography algorithms.

The consensus algorithm commonly adopted for most blockchains, is the PoW, as
described before. This process relies on node processing power. This algorithm is widely
applied in blockchains in a way to trust in the network nodes. However, for the IoT domain,
the PoW is not the best algorithm given the scenario, thus a further analysis in order to
identify different algorithms, especially the ones that do not require high processing power.

A new data model applied for blockchain could, in part, help to improve the block
size definition. This model especially helps when considering a structure to handle transac-
tions and store them outside the blockchain.
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3. RELATED WORK

The purpose of this chapter is to provide an overview of the state-of-the-art regard-
ing existing commercial blockchains as well motivation and security needs, which could be
supported by the blockchain applicability in IoT, smart cities and IIoT scenarios.

3.1 Blockchains

A large number of blockchains are being proposed after the Bitcoin blockchain pro-
posal in 2008 [Nak08]. The blockchain development had increased especially after the be-
ginning of 2013, which is when the Bitcoin currency value jumped from 10 USD to 600
USD in the middle of 2014 (a peak of 1,000 USD at the end of 2013). Due to the increase
in the Bitcoin several other alternatives cryptocurrencies, and also blockchains, appeared
in the market, for example, Litecoin, Namecoin, Peercoin, Monero, Dash, Dogecoin, Redd-
coin, Vertcoin, Blackcoin, Feathercoin, Novacoin, etc. Currently1,there are more than 2,000
different cryptocurrencies2.

Table 3.1 – Blockchain comparison (data collected on 08/02/2019) [Bit19]

Size (GB) Length
(blocks) Access Consensus Usage

Bitcoin 237.32 562,189 Public PoW Monetary

Ethereum 178.93 7,194,465 Public/
Private PoW Transactions and

Smart Contracts
Litecoin 21.88 1,576,133 Public PoW Monetary

Ripple N/A N/A Public Adapted
PBFT Monetary

BlackCoin 4.77 2,452,282 Public PoS Monetary

NameCoin 5.54 437,985 Public PoW Decentralized
DNS

IOTA 8.8 111,808 Public PoW Monetary and
information

Hyperledger - - Permissioned PBFT Transactions
Smart Contracts

The Bitcoin blockchain was the first blockchain proposed, and it is still one of the
most stable implementations. That blockchain proposal is to support the Bitcoin cryptocur-
rency, this explains why most blockchain proposals are also supporting monetary application
(online coins). However, it is important to notice that the blockchain technology is not limited

1February 08, 2019.
2https://coinmarketcap.com/all/views/all/
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to be employed for the monetary domain, but it is extended to different domains. The Ta-
ble 3.1 presents blockchains that are applied to different domains, such as Bitcoin, Litecoin,
Ripple and Blackcoin are presented supporting monetary transactions, while Hyperledger,
IOTA, NameCoin and Ethereum are examples of blockchain applied to a different purpose.

It is important to underline the blockchain coin application, as this was the technol-
ogy genesis. It is defined as Blockchain 1.0, which is focused on cryptocurrency support
(not limited to Bitcoin, but also Litcoin, Peercoin, etc.).

The blockchain evolved after that to Blockchain 2.0, in which the main milestone
that could represent this change is the use of the smart contract concept in a blockchain.
As described in Section 2.1.2, a smart contract is a piece of code that can be stored in the
blockchain and can be executed by any node. The Ethereum blockchain is responsible for
making smart contract popular, and for achieving a large number of users around the open
source development community.

Smart contracts improve the blockchain usability and extend its functionality. This
extension allows the evolution to Blockchain 3.0. The main change in Blockchain 3.0 is the
development of DApps, i.e., Decentralized Applications. These DApps present as the main
characteristics its ability to use decentralized storage and communication. The Ethereum
blockchain also acts as an enabler to improve the popularization of DApps.

Finally, Blockchain 4.0 is the new blockchain shift that is happening. This new
proposal focuses on the blockchain applicability towards to Industry 4.0, which demands high
trust and privacy aspects as well able to fit in an enterprise environment supporting different
and legacy systems and applications. Scenarios such as health management institutions,
supply chain management, IoT data collection, and many others.

3.2 Internet of Things

In the last few years, different solutions were proposed in the context of IoT net-
works. For example, some research focused on communication and management proto-
cols [MSB+16], on distributed dissemination and processing of information [TMSB16], or on
access control, especially on authentication and authorization, confidentiality, integrity and
tamper-resistance [SRGCP15] [OMAA17] [AK14]. Although the solutions proposed by previ-
ous researchers presented some improvements to IoT networks, some open issues related
to IoT security remain, for example, (i) use of existent protocols and services, or standard-
ization of new ones, for security in IoT scenarios, especially for authentication; and, (ii)
definition of architectures and models to ensure resilience and confidentiality through a het-
erogeneous environment. In this context, the blockchain technology presents a prominent
solution that ensures confidentiality and resilience working as an authentication mechanism.
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Huh et al. [HCK17] proposed a scenario using Ethereum and smart contracts to
manage an IoT environment. After some experiments, some problems to run Ethereum on
Raspberry Pi boards were discussed. The two major weakness of using Ethereum for IoT
were: the time spent to update the blockchain (a problem related to the consensus algorithm)
and the requirement of large storage size.

Ouaddah [OMAA17] research presented an evaluation considering the application
of different access control mechanisms to the IoT context. The research considered criteria
such as device heterogeneity, scalability and lightweight in order to identify the best solution
for the IoT domain. The paper indicated as future direction the blockchain application in the
IoT architecture to handle access management. Thus, proposing a lightweight consensus
algorithm and blockchain storage strategy is crucial in order to apply the blockchain solution
to the IoT context.

Dorri et al. [DKJ17] proposed a lightweight blockchain architecture for IoT as an
authorization mechanism to access data in Smart Homes. Basically, the devices with limited
hardware are more susceptible to attacks, specially to: Denial of Service (DoS), Modification
Attack, Dropping Attack, and Appending Attack. In order to mitigate these problems, the use
of overlays was proposed. In that environment, computers are used to maintain a blockchain
with information about the devices. Although simulations point to a reduction on devices’
processing overhead and on the number of packets on the network, it did not discuss how the
devices are authenticated nor how limited power devices could be used in the environment.
The transaction inclusion mechanism, presented by Dorri, also follows the structure defined
by the Bitcoin blockchain, where transactions are grouped and added into a block.

Boudguiga et al. [BBG+17] research was focused on the employment of blockchain
to ensure updated information about IoT devices data and availability. The paper also
presents some questions about different scenarios in which IoT is used, such as Smart
Homes, Smart Grids, Industry 4.0, and Intelligent Transportation Systems. In order to cover
these scenarios, the research proposed the use of two distinct infrastructures: one for
blockchain devices in a MultiChain architecture (Blockchain-as-a-Service) and another for
IoT devices. Nevertheless, there was no experimental evaluation of the proposed solution.

Furthermore, some papers discussed security in different layers of an IoT con-
text [MYAZ15] [MLZZ16] [ASW17]. Jing [JVW+14], e.g., proposed a three-layer architecture
(Perception, Transportation and Application) and discussed security issues and challenges
in each layer. Nonetheless, a solution that considers hardware restriction in each layer was
not presented.

The use of blockchain has been a prominent solution to solve security issues on
IoT networks, as indicated by the previously mentioned related work and summarized in Ta-
ble 3.2. However, they did not consider the access management in IoT Networks composed
by devices with different capabilities. Moreover, few researchers evaluated the performance
to use cryptography and blockchain in a single architecture.
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Table 3.2 – IoT related work general information and security demand
Paper BC Comments

Abomhara [AK14] - Envision the IoT security need and points to access
control mechanism

Ahemd [ASW17] - Evaluates security challenges for IoT architectures,
highlighting the hardware limitation for new solutions

Jing [JVW+14] -
Analyze security problems for IoT in a 3 tiers
architecture, pointing as solution lightweight able
to handle heterogeneous data

Ma [MLZZ16] - Proposes an IoT network which considers
crowdsensing for sensors

Mahmoud [MYAZ15] - Proposes the 3 layers architecture for IoT,
considering security in each layer

Schonwalder [MSB+16] - Proposes a protocol for IoT network monitoring

Sicari [SRGCP15] - Survey which points that a solution considering security
for heterogeneous devices should be considered

Tortonesi [TMSB16] - SDN at IoT edge in order to handle information

Boudguiga [BBG+17] X Uses a blockchain to keep IoT devices
firmware updated

Dorri [DKJ17] X Overlay based blockchain to manage the device
produced data

Huh [HCK17] X Proposes to use Ethereum Smart Contracts in order
to manage IoT devices

Ouaddah [OMAA17] X
Evaluate the usage of access control for IoT, considering
traditional mechanism, and points BC as possible
future usage

3.3 Smart Cities

Extending the IoT scenario, smart cities are a big challenge in terms of a dynamic
environment. This scenario also presents several problems related to the usage of IoT
devices to create a smart city environment. Problems related to security aspects from IoT
applied to the smart city, are presented by Wray [Wra19]. She especially highlights an
attack against Atlanta local services in 2018, which was powered by ransomware called
“SamSam”. Not only security properties are needed in a smart city, but also the scale of
this environment is larger than a single smart home, which means that the scenario has to
support a high number of transaction, followed by a considerable amount of nodes that are
moving around the city.

In most smart city scenarios, Intelligent Transportation Systems (ITS) are frequently
used to provide connected vehicles with information about the current traffic situation as well
as about road and weather conditions. Furthermore, ITS enable/support beneficial functions
such as path planning or mechanisms to warn road users about traffic jams, approaching
emergency vehicles, and dangerous roadworks. To do so, vehicles and roadside infrastruc-
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ture units (RSIs), such as traffic lights, need to exchange data using Vehicle-to-Infrastructure
(V2I) communication. One key issue in such ITS applications is the privacy of the involved
users [KBL17]. This privacy is defined as the capability of keeping users data anonymous
such that they cannot be linked to their real identity.

To tackle this issue, researchers have proposed solutions [KBL17], [HKL17], [HTC13],
[BM13] for classical ITS functions, which mitigate most of the known privacy issues. How-
ever, the discussed solutions do not tackle the challenges of future smart cities, like support-
ing a decentralized trust model where multiple entities (SPs, RSIs, and vehicles) act together
to share information.

In order to identify the privacy issues related to smart vehicles, Bloom et al. [BTRB17]
targeted people’s perception of the data collected by self-driving cars. They conducted a
study with 302 participants and showed that people are not aware of the extensive amount
of data collected by these cars including GPS data, images, speed and how these data are
shared and used. Once the participants were made aware of this fact, they expressed con-
cerns about how the data could be manipulated or who could have access to that data. Their
findings suggested that the associated privacy concerns could have a negative impact on
the acceptance of autonomous driving vehicles.

Privacy in smart cities and vehicular networks is an issue discussed in several
works [PBH+08], [LLL+12], [HCL04], [HIJ+12]. Papadimitratos [PBH+08], for example, pro-
posed an architecture that relies on a certification authority (CA) that is responsible for the
identity management in its own region (like a city, district, county, etc.). Thus, each region
or city has its own CA, and region-to-region cross-certification is used to allow a vehicle to
move from one CA to another. The centralization of the CA is a bottleneck and a single
point of failure, which motivates the need for a decentralized solution. To address the pri-
vacy issue, the authors proposed the creation of a pool of pseudonyms that are assigned to
vehicles when they move between regions.

Blockchain technology provides a decentralized and resilient solution through a
Peer-to-Peer (P2P) network and ensures data integrity by employing a hash of the data
stored in the blockchain. Li et al. [LLC+18] proposed a framework that relies on a blockchain
and a cryptocurrency, called CreditCoin, in order to motivate users to share information.
However, the network latency to produce information and to notify the RSI is not evaluated.

Sharma et al. [SMP17] defined a blockchain-based architecture that relies on a
vehicle manufacturer or a transit department to issue and to revoke permissions for all vehi-
cles. Vehicles act as regular nodes that produce information that is stored in the blockchain,
and special miner nodes that are managed by the manufacturer/road transport authority are
responsible for handling all requests/responses from regular nodes. The miner is the node
responsible for creating new blocks containing the vehicles transactions and updating the
peers.
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Table 3.3 – Smart cities related work aspects comparison
IOTA [IOT18] Dorri [DKJ17] Sharma [SMP17] Li [LLC+18] SpeedyChain

Time to
add
transact.

Minutes ms⇠seconds N/A >40 ms <10 ms

Architect. P2P Overlays Vehicles and
miner nodes RSU/OBU RSI - Vehicles

Hardware
Node:PC;

Wallet: Own/
RaspPi

N/A N/A Simulated Emulated

Block Immutable Immutable Immutable Immutable Appendable/
Decoupled

Main
Usage

Payment
M2M

Smart Home/
Smart Cities Smart Cities Smart Cities Smart Cities

Key
Manag.

One key pair
per device

One key pair
per device

One key pair
per device

One key pair
per device

Expiration time
for each PubKey.
Only one active

Dorri et al. [DSKJ17] proposed a blockchain-based framework to address the secu-
rity and privacy of smart vehicles. In their paper, they discuss multiple use cases, including
remote software updates and flexible automotive insurance schemes. However, their arti-
cle does not provide a detailed technical discussion of their framework and neither do they
propose solutions for addressing the issues that we focus on in this thesis.

Table 3.3 provides a comparative summary of the key aspects of relevant related
work. As previously described, IOTA [IOT18] is a blockchain proposed to perform Machine-
to-Machine (M2M) payments using IoT devices, however, it uses Proof-of-Work (PoW) con-
sensus, which requires a considerable time to append new information. Consequently, the
hardware required for a full node in IOTA is high and not compatible with IoT devices (e.g., a
PC with at least 2GB of memory is recommended). Focusing on limited hardware, Dorri et
al. [DKJ17], [DSKJ17] proposed a blockchain-based solution that achieves low latency for
adding information to the blockchain, however, the proposal does not take into account the
dynamism and privacy concerns that are important in smart city scenarios. While Li et
al. [LLC+18] and Sharma et al. [SMP17] presented solutions using blockchain for smart
cities, their approach incurs long delays for adding and retrieving information to and from the
blockchain.

3.4 Industrial Internet of Things

Recently, some researchers have referenced the use of blockchain in the context
of IIoT to improve security [TR17] [WDWL18]. However, none of them presents a discussion
about how the existent blockchains could be adapted in this context. Specifically, they do
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not discuss the impact of known security attacks and neither do they explore the impact of
consensus algorithms or parameters such as blockchain size or the time to insert a new
block into the blockchain.

Li et al. [LSFK17] presented a discussion and possible solutions to use blockchain
in IIoT. They proposed a solution focusing on the “Communication” layer ([ZNL+18]) using
P2P architecture that uses a mechanism called satellite chains, which use validator nodes to
share information between these chains. Also, they propose an integration with Hyperledger
Fabric [Cac16]. However, they do not present an evaluation of the performance results, nor
security analysis of the proposed solution. Consequently, it is hard to evaluate in which
scenario their work could be applied to.

Boudguiga et al. [BBG+17] focused on the “Application” layer of the blockchain, em-
ploying blockchain to perform access control in the context of IoT. Moreover, they present
a discussion about the application of their proposal in different scenarios in which IoT is
used, such as Smart Homes, Smart Grids, and Industry 4.0. They also presented an infras-
tructure based in a Blockchain-as-a-Service (BaaS) that is able o improve the application
performance. However, their paper does not present practical experiments to support the
evaluation, nor the blockchain data management is considered in the research.

Focusing on the architecture of the “Communication” layer, Dorri et al. [DKJ17] pro-
pose a solution where overlays control the access to data stored in a blockchain shared
among different overlays. In this architecture, an overlay has enough computing power to
maintain a blockchain and IoT devices are not exposed to common attacks such as Dis-
tributed Denial of Service (DDoS) and Dropping Attack [JLG+14].

In a similar architecture, Dorri et al. [DKJ19] extend the research proposing a dif-
ferent solution that could act in the “Data” layer, where they introduced the idea of remov-
ing data from a blockchain. In his proposal, the capability of removing a transaction from
a blockchain is only allowed for the user who generates the transaction, and is important
to highlight that this removing process, do not erase the transaction register (if this were
possible, the blockchain integrity would be compromised), but it removes the data, and re-
place the data for a footprint. This solution fits for scenarios where the devices present low
storage, as the summarized transaction is considerably smaller than a regular transaction.
This research proposal is focused in the “Data” layer, as the transaction structure should be
changed in order to allow the removal operation.

Table 3.4 presents a summary of the main characteristics present by the research,
as well in which blockchain level the proposed solution is focused on.
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Table 3.4 – Industrial IoT related work summary
Blockchain

Level Comments

[TR17] Data,
Consensus

New blockchain architecture, which relies in the smart contract
providing functions for store and process information.

[WDWL18] Data,
Application

Using blockchain as dual factor authentication for devices,
evaluated the BC overhead in the devices.

[LSFK17] Communication Used the satellite chains which are mainly controller by a
regulator node, which presents a central entity.

[BBG+17] Application Presents a solution based in BaaS, which act to perform
the access control for IoT context.

[DKJ17] Communication Usage of overlays which controls the data access.

[DKJ19] Data Proposes a data structure allows removing information
from a transaction.

3.5 Chapter Summary

This chapter presented a comparison of the most relevant blockchains. Most of
them are part of the infrastructure for cryptocurrencies. Despite that, blockchain has evolved,
and nowadays, they are applied to different areas.

Blockchain has just recently been used in IoT context and still presents some chal-
lenges before it can be widely adopted. Several papers proposed solutions that could be
applied to IoT, however there is a lack of real constrained hardware evaluation, as well as a
real implementation that considers this type of hardware. For example, blockchain applied to
the smart cities scenarios has just started. This type of environment can be considered an
IoT scenario, nonetheless, its main characteristic is the dynamic behavior, constant changes
applied to peers, as well as an increased scale in comparison with a smart home, for exam-
ple. Hence, different challenges emerge in this kind of environment.

Additionally, to support different contexts, the blockchain should allow its compo-
nents to change in a way that fits the domain context where the blockchain is applied to.
Traditional blockchain block structure, once added to the chain, cannot be changed, thus, a
data model where the blocks, after added to the chain, could include new data could be an
interesting new improvement for blockchains.

The current thesis was motivated by multiple different types of research that were
present throughout this work. In this chapter, it was presented the most significant re-
searches that contributed to define the blockchain for IoT devices proposed as part of this
thesis. However, the main contributions (which are directly connected to the solution pro-
posed) to the design and implementation of this research are presented in Table 3.5. In one
hand, Bitcoin [Nak08] and IOTA [IOT18] are two commercial blockchain implementations.
While Bitcoin was the first blockchain developed, IOTA was the first commercial distributed
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ledger designed to manage IoT devices. In the other hand, Jing [JVW+14] and Dorri [DKJ17]
are academic researches that raise the security concerns for IoT devices, and the latter pre-
sented a blockchain to address the device access control using a blockchain instance.

Table 3.5 – Related work summary
Research Relation

Bitcoin [Nak08]
Introduces the blockchain concept, working on a P2P network, relying on hash
function to create an immutable link between blocks and asymmetric cryptography
to enforce the non-repudiation.

IOTA [IOT18] This commercial distributed ledger over a P2P network, present an alternative
data structure to manage information.

Jing [JVW+14] Identify the security threats for IoT considering a 3 layers architecture, and
highlight the security requirements for IoT networks.

Dorri [DKJ17] Uses the blockchain solution to manage data produced by IoT devices.
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4. SECURITY ASPECTS

Currently, security aspects are vital for any computing solution or application. Secu-
rity is a field that has increased attention and importance on the whole life cycle of new com-
puting solutions. This attention increase is partially motivated by recent attacks and vulner-
abilities exploitation in computing systems [Woo16], [KBOS18], [New18], [Jga16], [Wra19].

There are multiple ways of handling security when defining a new computer solu-
tion. The most common approach applied in software development is to integrate security
as part of the software development life-cycle. In order to get the best in software develop-
ment, the security must be included by design in the technology since its conception. Thus,
this leads to merging security practices and standards since the early stages of technology
definition. This is what happens with blockchain technology, which is a very new technology
and there is still time to incorporate security in this technology.

The blockchain technology is in early stages of definitions, research and adoption
by the industry. Consequently, security is fundamental to improve it. As this technology
is heavily based on existing technologies, such as P2P, cryptography algorithms, etc. as
described in Section 2.1, it is important to review the security aspects of each technology in
order to protect the blockchain from known security threats.

In order to identify issues related to security on blockchains, the current research
performed a literature review using relevant research databases to summarize the possible
attacks that could affect the blockchain technology. It is important to highlight that blockchain
is widely applied to solve security problems from different domains, however, there are few
researches that considers the security issues of this technology itself.

Based on the results presented in Table 1.2, achieved through query string blockchain
and security, the papers were evaluated in order to filter and keep only those that present
blockchain security issues. Thus a new search was defined: blockchain and vulnerabili-
ties, and this query was executed again. Table 4.1 presents the number of paper that was
achieved after reading the paper abstract, and removing all those that do not presents a
vulnerability that affects the blockchain technology directly.

Table 4.1 – Number of papers that considers blockchain vulnerabilities
Portal Number of papers
IEEE 16
ACM 7
Springer 36

It is important to emphasize that most of the papers found during the searches,
presents the blockchain being applied to solve security problems in different domain areas.
Thus for this evaluation, they were removed, and only papers that present threats or vulner-
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abilities related to the blockchain technology were selected, and a discussion related to the
findings is available in section 4.1.

4.1 Blockchain Attacks

This section presents the most common attacks that could be executed against
a blockchain. For this evaluation, any attacks that somehow affects the regular/expected
blockchain behavior were considered.

Double Spending/Race Attack

Double Spending attack [KAC12] is one of the first known attacks that are executed
in the blockchain. This attack was identified in fast payment application for Bitcoin. Usually,
each block in the Bitcoin blockchain takes around 10 minutes to be persisted. In order
to propose an alternative to allowing the Bitcoin usage in scenarios such as a fast-food
restaurant, the fast payment relies on a single (or no) confirmation.

The attack consists of a malicious user sending multiple transactions to reachable
peers in order to spend the same coin more than once. Figure 4.1 presents a scenario
where malicious users, which own 1 Bitcoin in their wallet, create two different transactions
expending the same amount of coins. One transaction has the victim address, and the
other transaction has a wallet address controlled by the attacker. When the transactions
are sent to the Bitcoin network in two different blocks (b3 in Figure 4.1) leading the chain
to create a fork. Thus, the attacker uses more processing power to increase the chain in
which the double spending transaction is (Fork Chain B), leading to the honest transaction
falling in the short branch. According to the fork resolution algorithm, the short branch will
be discarded, and the transaction is sent back to the mempool. In this attack, the transaction
now is conflicted to a previous transaction where the attacker transfers the coins to another
wallet, thus leading to discarding the transaction. The main goal of this attack is related to
spending the same coin more than once, thus it compromises the Consensus, Data and
Application layers (as presented previously in Figure 2.7 in Chapter 2).

The main attack vector exploited in this vulnerability is the fork resolution, and it can
become attractive as the attacker has a financial advantage when performing the transaction
collision. It is important to highlight that this attack is not commonly applied in the IoT
domains that do not use coins exchange.
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Figure 4.1 – Double Spending attack

Finney Attack

A variant from the Double Spending (with the same goal to spend twice the same
coin) is called Finney attack [Fin11] and was presented by the Hal Finney user in the Bit-
cointalk Forum. In this attack, as shown in Figure 4.2, the malicious user creates a transac-
tion TxB

A1 (Wallet A transfers 1 Bitcoin to Wallet B) and works in order to pre-mine (create
a block privately). When this block is created, this malicious user can execute a transaction
with an honest node (such as buying some product), creating a new transaction paying to
the seller TxV

A 1. As soon the seller transaction is mined into a new block (b4), the malicious
users broadcast a pre-mined block (b4’), and waits for that block to be part of the longest
branch length.

Thus this attack targets the same layers as the Double Spending operation. In
blockchains in which the focus is in data handling, i.e., there is no currency associated with,
this attack is not profitable for malicious users.
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Figure 4.2 – Finney attack

Vector 76 Attack

The Vector 76 [Vec11] attack works similarly as the Double Spending and Finney
attacks. However, the main target for these attacks is cryptocurrency exchanges. In this
attack, shown in Figure 4.3, the malicious user pre-mines a block (b4) containing a transac-
tion (TxE

A100) in which the attacker performs a deposit in the exchange account. After that,
this user creates a new block (b5) and with these two blocks (created privately) the attacker
sends the blocks to the peers that are connected to the exchange. Thus, it will lead the main
blockchain to a fork. However, before its fork resolution, the attacker sends a new transaction
(TxB

E100 mined in b6) to withdraw the money from the exchange. If the exchange receives
the withdraw before the fork resolution, it will transfer the amount to an account B under the
attacker control.

This attack affects mainly the Consensus and Application layers of the blockchain
(as presented previously in Figure 2.7 in Chapter 2).
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Alternative History Attack

This attack also exploits the Bitcoin blockchain fork resolution algorithm and uses
the private mining technique.

In order to avoid attacks such as Double Spending and Finney attacks, the ven-
dors only sell products after receiving confirmation from a number n of peers. Thus, the
attacker, after sending a transaction (TxV

A 1), starts to mine privately keeping its own ma-
licious blockchain fork, racing to keep the private copy longest than the main blockchain.
Once the vendor sends the products, the attacker will publish the private blocks. To succeed
in the attack, the malicious fork should be bigger than n blocks, and when the fork resolution
algorithm act, the bigger chain will prevail, and the attack is completed.

However, the attacker should have more than 50% of the computing power of min-
ers in the network. The PoW consensus algorithm and the fork resolution algorithm are the
two factors that enable this attack to be executed, not only against a blockchain but also
could affect IoT blockchains, which are traditionally hardware constrained. Consequently, it
explores vulnerabilities in the Consensus layer to affect the Data layer of the blockchain.
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51%/GoldFinger/Majority Attack

One of the most popular attacks for the Bitcoin blockchain is called 51% attack [GKW+16].
It basically consists of a malicious user controlling more than 50% of network processing
power, thus this user can rewrite the network blocks according to their will. This attack in the
alternative history attack ensures 100% success rate. This attack is focused on the Con-
sensus layer, which is applicable for blockchain that is using the PoW consensus algorithm.
Thus, for IoT security domain, the solution should not rely on any processing power mech-
anism, as the devices that compose the architecture are constrained in several different
aspects such as, processing, memory, power, storage and network.

Selfish Mining Attack

A different approach of attack that focuses on the mining process and affects the
Communication and Consensus layers is called Selfish Mining [ES14]. The main goal in
this attack is to force honest miners to waste their mining effort, i.e., honest miners will use
computing power (and energy) without receiving rewards.

Bitcoin
Network

b2 b3

b4

b6 b7b4 b5

Figure 4.4 – Selfish mining attack

The attack consists of malicious users, or pool, mining privately at least two blocks
(presented in Figure 4.4 as b4 and b5). At the same time, these dishonest miners, keep
checking the main network, and when they identify that a new block is included (b4) by an
honest node, the malicious miners publish their two blocks (b4 and b5). At this point, the fork
resolution will switch to the longest chain leading to new blocks being added in this chain (b6
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and b7 ). The honest node block (b4) is discarded, which will lead the honest miners to lose
the processing to create the blocks.

Block-WithHolding Attack

The Block Withholding attack [Ros11] is focused on targeting mining pools. This
attack explores the reward mechanism used in mining pools to define the amount of reward
that each miner node will receive for the performed effort. The reward mechanism uses
the partial PoW (PPoW), i.e., the number of processed nonce and hashing mined before
achieving the target hash for the block.

In order to perform the attack, a rogue miner, which is part of the pool, keeps
sending partial PoW that is not able to solve the block puzzle. Through this behavior, it
keeps injecting PPoW that are not able to solve a puzzle, and being rewarded for that. Any
Full PoW (FPoW) that the node finds it discards.

In this case, the attack is executed using the consensus algorithm combined with
the mining pool. As the mining process for constrained devices should be avoided, this
attack is more common to blockchains that are rewarding the miners by its participation in
solving mathematical puzzles.

Fork After WithHold Attack (FAW)

A variant from Block Withholding attack is called Fork After Withhold (FAW) at-
tack [KKS+17]. The attack vector exploits the intentional fork creation, aiming to increase the
profit by mining.

The attack flow is presented in Figure 4.5. The attack consists of a malicious miner
joining a mining pool, splitting his processing power between an innocent miner and an
infiltration miner. When this infiltrator finds an FPoW, they keep the block privately. As soon
as this infiltrator identifies that other miner (which is not part of target pool) finds a block,
they send the mined block, creating a fork in the blockchain. The attack becomes viable due
to the PoW consensus algorithm and the fork mechanism.

Bribery Attack

A different approach to force a Double Spending is through a Bribery attack [Bon16].
The Bribery attack consists of malicious users temporarily obtaining the majority of mining
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Figure 4.5 – Fork after withhold attack (Adapted from [Col18])

power renting computing resources, e.g., virtual machines in a cloud service. As soon this
power is achieved, the malicious user works to include a transaction in a block that will be
mined.

Due to his majority in the processing power, this block is included in the blockchain,
the user, using the majority of the network, creates a new block with a new transaction
conflicting with the previous ones, and forces this new block to be included following the
longest branch. It explores the fork resolution used by many blockchains that use PoW
consensus algorithm, e.g., Bitcoin and Ethereum.

Pool Hopping Attack

The Pool Hopping attack [Ros11] is focused on the profit that each pool is provid-
ing. In the attack scenario, malicious users participate in the mining process only when the
possible reward for mining is high. When the malicious users identify that possible reward is
low, they leave the mining pool to participate in other more attractive mining pools.
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The attack succeeds when the miners identify that a victim pool is paying less than
other pools. Thus, it leads miners to stop mining for the victim pool, and move to a profitable
pool. This kind of attack only affects reward-based consensus algorithms.

Vulnerable Signature

The vulnerable signature attack was presented by Bos et al. [BHH+14]. In their
research, they present that Bitcoin implementation presents poor signature randomness,
which can allow a malicious user to steal money from a victim.

In order to prove the attack, they extracted 47,093,121 elliptic curve points from the
signatures present in the Bitcoin blockchain. Based on those signatures, 158 unique public
keys had used the same nonce value to generate more than one signature. This information
allows to compute the user’s private key and then compromise the Bitcoin wallet.

This attack points to a problem related to the cryptography algorithm implemen-
tation, thus a way to mitigate this vulnerability is to use implementations provided from
known/good reputation security communities such as OWASP [OWA19] following NIST guide-
lines [NIS19].

Collision Attack

The hash function collision is possible but improbable. Nonetheless, Giechaskiel et
al. [GCR16] evaluate its effect in case this attack becomes feasible.

As computer power is increasing, it is very likely that at some point in the future
the known cryptography and hash algorithms become easy to attack. When this situation
becomes a reality, i.e., malicious users are able to find two different inputs that lead to the
same output (h(x) = m and h(y ) = m), this attack could lead the Bitcoin blockchain to
repudiate a performed payment as well as allows this malicious user to destroy coins.

Deanonymization

The identity/privacy is protected in a traditional public blockchain (e.g., Bitcoin)
through the asymmetric key mechanism. However, user privacy cannot be ensured only
through this public key approach.

It has been shown that through the information gathered by the client connection,
it is possible to track and to identify the client [BKP14], linking the public key to the IP ad-
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dress where the transactions were generated. Once most information that is stored in the
blockchain is public, the idea of keeping the privacy of the device that produced raises a
discussion that should be considered, in order to identify the best strategy to classify which
information should be exposed.

The most common vector exploited in this attack [BKP14] are the P2P network
connection and the reuse of public keys (which are used to identify the wallet). The attack
consists of 4 main steps to perform the deanonymization: the attacker retrieves a list of
servers; from this list, the attacker selects a set of nodes from whom they want to reveal
the identity; identify the entry nodes of clients connected to the network and finally, try to
correlate the transactions appearing in the network with the set of entry nodes.

The identity management remains an open issue for blockchain systems, including
for IoT. Thus, further research could be established in order to identify strategies and miti-
gation points for this attack. A very initial privacy-enhancing strategy is to avoid the reuse of
the key. However, this solution brings a new problem, which is related to key management.

DDoS Attack

Attacks such as Distributed Denial of Service (DDoS) are widespread over the
Internet. These attacks are focused on overloading a specific target in order to reduce
(or deny) the capability to respond to legitimate requests [MZD14].

The blockchain usually is conceived to run in a P2P architecture, which means if a
node is compromised through a DDoS, the network itself keeps working. Thus, in case of
a DDoS being performed in the Bitcoin blockchain, it could reduce a mining pool capability,
leading other pools/miners more likely to find a valid hash for a block [JLG+14].

This attack also needs attention in an IoT domain, as commonly there are devices
with some hardware constraints (e.g., energy, computing power, memory, storage, etc.).
Therefore, it is easy/attractive for malicious users to perform a DDoS attack. Recently, com-
promising IoT nodes and exploiting them to launch DDoS attacks has also proven to be
highly disruptive to the Internet [RBB17].

Transaction malleability

In 2014 an attack was responsible for suspending withdrawals from Mt. Gox Bit-
coin exchange [Jef18]. This attack is called Transaction Malleability attack [ADMM15], which
consists of the ability to duplicate transaction with a different identity to the two transactions.
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This represents a problem once the Bitcoin public blockchain relies on this transaction iden-
tification to notify the coin exchange. This issue affects the blockchain Data layer.

This attack exploits a Bitcoin protocol flaw [LLZ+17]. It takes advantage of the al-
gorithm applied to generate the transaction identifier. The transaction identifier is calculated
through the transaction fields, such as input and output addresses, value, and cryptography
signatures (as presented in Figure 2.4) and a hash function.

The malleability attack happens when a malicious user changes the ScriptSig field,
which leads to creating a different transaction identifier. The attack will succeed when there
is no transaction confirmation from other peers because when the transaction is confirmed,
it becomes immutable, and the conflicting transaction should be discarded [LLZ+17].

Different approaches were proposed to solve this type of attack [LLZ+17] [ADMM13] [RAH+15].
Some propose a scheme that combines the transaction hash with the address balance in
order to confirm and complete the transaction [LLZ+17]. Some define a protocol that should
run on the Bitcoin network to eliminate the part of the transaction that could create the at-
tack [ADMM13]. Last, some propose a form to eliminate the input script from the transaction
hash calculus [RAH+15]. Despite this vulnerability and the proposed solutions, it is impor-
tant to highlight that the attack does not affect or allow the attacker to change the amount of
Bitcoins being exchanged or even change the user address (input or output).

Delay Routing Attack

The main goal of this attack is to cause a delay to deliver a block to a victim [AZV17].
During this attack, the malicious user causes a slow block propagation towards or from a set
of nodes. This delay could reach 20 minutes without being detected. Thus, during this time,
the victim is completely unaware of the most recent t executed transactions in the Bitcoin
network.

The delay attack scenario is presented in Figure 4.6. Step 1: Node A and B send
the same block to the victim (C); Step 2: Node C requests the block from node A. The
attacker changes the content triggering the delivery of an older block from node A; Step 3:
The older block is delivered; Step 4: Before 20 minutes after the original block request made
by node C, the attacker triggers its delivery by modifying another message originated by C;
Step 5: the block is delivered before 20 minutes timeout. The victim does not disconnect
from node A [AZV17].
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Sybil Attack

The Sybil attack is possible due to the public P2P network [Dou02]. This attack is
performed by a group of compromised nodes, which act together in order to compromise part
of the Bitcoin network. Figure 4.7 presents the scenario where a victim node is connected
to six malicious nodes. Thus this victim node will be influenced by the Sybil nodes (which
are the majority) despite any information received by the honest node.
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Figure 4.7 – Sybil attack

In this attack, the malicious users create/control multiple nodes/identities over the
network, once a victim is connected to them, the attacker is able to influence the victim by
controlling which block the target node will receive, as well as to hold blocks and transactions
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performed by the victim. The main goal in this attack is to influence part of network nodes
to act according to the Sybil behavior. This attack is performed in the Communication layer
and depending on the Consensus layer could lead to different results.

Eclipse Attack

While the Sybil attack is focused on compromising the Bitcoin network, the Eclipse
attack focus in compromising a single node. The Eclipse attack, proposed by Heilman [HKZG15],
consists of a malicious user to monopolize a victim incoming and outgoing connections.
Once this victim is isolated from the main blockchain network, the attacker can, for example,
force the victim to waste computing power calculating old blocks hashes.
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Figure 4.8 – Eclipse attack

Figure 4.8 presents an Eclipse attack scenario where node A is eclipsed by the
malicious nodes B and C, thus leading node A to receive blocks and information filtered
or even tempered by the malicious nodes. This attack also enables Double Spending and
Selfish mining attacks. The attack is performed in the communication layer.
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Timejacking Attack

Boverman [Bov18] presented the timejacking attack, and it exploits the block times-
tamp algorithm in the Bitcoin blockchain network.

Each Bitcoin node maintains internally a counter that represents the network time.
This is based on the median time of a node’s peers which is sent in the version message
when peers connect. The network time counter reverts to the system time however if the
median time differs by more than 70 minutes from the system time [Bov18].

The attack takes places when a dishonest user, connects multiple peers and re-
ports inaccurate timestamps, which could slow down or speed up the node’s network time
counter. In case of this attack, an adversary speeds up the clocks of a majority of network
mining resources while slowing down the target’s clock. Based on the Bitcoin blockchain
algorithm, the difference between the compromised node and the honest nodes could reach
140 minutes [Bov18].

This attack could be used jointly with the Eclipse attack and enables the dishonest
user to perform a double spending attack, as soon as the attacker is able to exhaust the
processing power and slow down the transaction confirmation rate.

Refund Attack

The refund attack is directed related to the Bitcoin payment protocol BIP70, which is
used by Coinbase and BitPay [MSH17]. MacCorry’s research [MSH17] presents two different
refund attack: Silkroad Trader, which exploits an authentication vulnerability in the payment
protocol, and Marketplace Trader, which exploits the refund policies of existing payment
processors.

The Silkroad Trader attack relies on a vulnerability that the customer can authenti-
cate that messages originate from the merchant, but not vice-versa. Through this attack, a
customer can route payments to an illicit trader via a merchant and then deny the involve-
ment [MSH17].

The Marketplace Trader attack aims to compromise the refund policies of Coinbase
and BitPay. Both systems accept the refund address over e-mail, allowing a malicious trader
to use the reputation of a trusted merchant to persuade customers to fall victim to a phishing
attack [MSH17].
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Balance Attack

The balance attack targets to the PoW algorithm [NG16]. The attack consists of de-
laying network communications between multiple subgroups of nodes with balanced mining
power.

Natoli et al. [NG16] research focused on evaluating the trade-off between how many
mining power is needed (considering the network delay) to send fake information, thus lead-
ing to enables the double-spending attack. The evaluation was performed in the Ethereum
blockchain network.

Other Vulnerabilities

Despite all identified attacks against the blockchain technology, some other attack
vectors could be exploited. Among all other attack vectors, we list issues related to the
blockchain virtual machine, such as Ethereum Virtual Machine [HSR+18]. Also issues re-
lated to the bad codding when implementing a Smart Contract [ABC17], which is executed
in the blockchain, however for this researchs this issue is part of a different category of
threats.

In the same way, attacks resulting in bugs found in the implementation or related to
bad practice by the users in private key or even wallet handling are known issues. However,
it is not part of the scope in this research to identify all possible bugs and bad practices.

4.2 Chapter summary

This chapter presented a discussion on known attacks that could be performed on
blockchains. As a new technology blockchain also presents some known security issues e.g.
DDoS, Eclipse, Sybil attacks. Furthermore, it presents new possible scenarios and threats
such as Double Spending, 51%, Transaction Malleability, etc.

The attacks were classified according to the blockchain layer model defined in Fig-
ure 2.7. This classification was performed according to the target component and blockchain
module compromised. Table 4.2 summarizes each attack characteristics and the corre-
sponding blockchain layer. As can be seen in the table, most attacks focus on the consensus
and communication layers.

Finally, security evaluation is an important step to be considered for using blockchain
in new solutions, despite the domain where the solution will be applied.
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Table 4.2 – Blockchain vulnerability summary
Threat Layer Characteristics

51% Consensus Focused on the consensus algorithm that relies
on processing power.

Alternative
History

Application
Data
Consensus

Focused on the consensus fork and confirmation
algorithm, aiming to generate a longer chain to
generate a conflict.

Balance Consensus
Communication

Focused on the consensus and introducing a delay
in the network.

Block
WithHolding Consensus Focused on the consensus algorithm and the

mining pools reward mechanism.

Bribery Consensus Focused on compromise the consensus algorithm
through renting computer power.

Collision Application
Data Focused on compromise the hash algorithm.

DDoS Communication Focused on compromising a peer in the
network, make it unavailable.

Deanony-
mization

Data
Communication

Focused on the link the blockchain address
with a user.

Delay
Routing Communication Focused on compromise the information propagation

in the network, lead a peer to an out-of-date state.

Double
Spending

Application
Data
Consensus

Focused on the consensus fork algorithm, aiming
to create conflicting blocks.

Eclipse Communication Focused on control the connections of a victim
to manipulate the information sent and received.

Finney
Application
Data
Consensus

Focused on the consensus fork algorithm, pre-minig
blocks to generate conflict.

Fork After
WithHolding Consensus Focused on the consensus algorithm and the

mining pool definition combined with fork algorithm.
Pool
Hopping

Application
Consensus

Focused on compromise the consensus and
aim to mining pool to decrease the revenue.

Refund Application Focused on Bitcoin network payment protocol,
to increase the refund.

Selfish
Mining

Consensus
Communication

Focused on the consensus algorithm and the
aims to mining pools.

Sybil Consensus
Communication

Focused on control different peers in the network
and use these peers to influence the network behaviour.

Timejacking Application
Communication Focused on manipulating peer timestamp.

Transaction
Malleability Data Focused on compromise the generated transaction

creating a collision.

Vector 76
Application
Data
Consensus

Focused on the consensus confirmation algorithm,
aiming to generate block conflict against
cryptocurrencies exchanges companies.

Vulnerable
Signature

Application
Data

Focused on compromise the cryptography
algorithms applied.
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5. SPEEDYCHAIN FRAMEWORK DEFINITION

This chapter presents the blockchain definition in order to attend the device con-
straints and to ensure security. The proposed solution, called SpeedyChain, which is a
permissioned blockchain, specifies a modified data model that allows transactions to be ap-
pended in different blocks at the same time. As part of the definition, the IoT devices should
be structured following a three-tier architecture, which allows SpeedyChain to run in a gate-
way level (gateways are the components responsible for managing different devices), able to
receive and to handle the data produced from different devices in different levels. The main
operations will be described in this chapter.

The solution architecture is presented in Figure 5.1, and this solution is composed
of devices that are responsible for generating or receiving information (usually constrained
hardware). These devices are connected to gateways that are responsible for managing the
information through the blockchain usage. Gateways are responsible for adding new blocks
to the blockchain and appending new transactions into existing blocks.

N
od
es

SP

G

D Devices

Gateways

Service
Providers

Figure 5.1 – Architecture components

Each device that takes part in the solution is represented by one block in the
blockchain, i.e., information produced by one device will be stored in the block associated
with that device. The information validation is performed at the gateway level, and once the
data is valid, the gateway is responsible for appending this information in the device’s block,
and for sending that information to the neighbouring gateways.

5.1 Architecture

Let N = {N1, ..., Nn} be the set of n nodes in the system with public-private key pairs
(NPKi, NSKi). Also, consider that these nodes can have different roles in the architecture.
Consequently, this system is composed by d devices, where D = {D1, ..., Dd}, that usually
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produce information and could be controlled remotely; g gateways, where G = {G1, ..., Gg},
that manage the access to information in a blockchain; not limited to this, different kind of
nodes are supported such as s service providers SP = {SP1, ..., SPs}. Therefore, Ni = {D, G,
SP}. Assume that all nodes in N can use the same cryptography algorithms. Moreover, every
NPKi should be different and accessible by any participant in this system. Also, assume
that a key pair (public and secret keys) from a device will be represented as (DPKj, DSKj)
and a key pair from gateway will be represented as (GPKh, GSKh). Consider that each
device in D (Devices Level) should be connected to a gateway in G (Gateway Level) through
different (wired or wireless) network devices (Network Level). Additionally, the gateways are
responsible to manage the device access and provide an API that allows to manage the
blockchain. A generic IoT architecture containing all nodes, connections and its structure is
presented in Figure 5.1.

5.2 Blockchain Definition

Based on the architecture presented in the Figure 5.1, the blockchain will be main-
tained by gateways in G. To ensure that every participant can access any NPKi (e.g., DPKj

or GPKh) and information stored in a Gateway was not tampered with, let a blockchain B =
{B1, ..., Bb} be a set of b blocks. Each Bk has a pair of different information (BHk, BLk), where
BHk is responsible to maintain the block header of Bk and the BLk stores the block ledger,
i.e., the set of transactions of Bk as shown in details in Figure 5.2.

Therefore, BHk is composed by (HashBHk-1, k, Expk, Timek, Polk, NPKi), where

HashBHk-1 =

(
0 , when k = 1
hash digest of BHk-1 , when k � 2

where hash digest is obtained through a hash function, i.e., HashBHk-1 contains the hash
digest of previous block header (or zero when it is the first block); k is equal to the index of
the block Bk in the blockchain; Timek is the timestamp from when the block was generated;
Expk presents the threshold time to insert a new transaction in its block ledger, for example,
after this time a device should create a new key pair (NPK, NSK ) and submit a new block;
Polk presents the access policy that the device has to attend; and NPKj is the node public
key. It is important to mention that every node - independent of its type - should have a
block in B, composed of at least a block header, and every NPK should be available in the
blockchain.

Let BLk={T1, ..., Tt} be the set of t transactions on the block ledger of the block Bk.
Tm is composed by (HashTm-1, m, SigGm, Infom), where
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Figure 5.2 – SpeedyChain components

HashT m-1 =

(
hash digest of BHk , when m = 1
hash digest of Tm-1 , when m � 2

where the HashTm-1 contains the hash of the previous transaction (or the hash of its block
header when it is the first transaction of the block ledger); m is equal to the index of the trans-
action Tm in the block ledger BLk, so ITm=m; SigGm represents the result of the cryptography
using the GPKh to sign Infom, used to public verification.

The Infom can be different for each type of node. Devices provide a set of informa-
tion (SigDm, ALm,GPSm, Datam, TTimem), where ALm is the access level required to access
the information from outside of the blockchain that is defined by the device Dj, while the
SigDm represents the signature of (ALm, GPSm, Datam, and TTimem) using DPKj, where
GPSm represents the global position of the device (when it is available), while Datam is the
data collected/set from/to device Dj and TTimem is the timestamp when the Datam was gen-
erated/set. It is important to note that Datam could be formatted differently depending on the
device. For example, it could store a single read of a sensor (an integer type) or a set of
information, encrypted or not, depending on the configuration established in the API level. It
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is important to highlight that to ensure the information ownership, the SigDm field, must be
present in the Infot.

5.3 SpeedyChain Main Operations

The main operations performed in SpeedyChain are: appending blocks, appending
transactions, key update and consensus algorithm.

The appending blocks operation follows the structure presented in Bitcoin blockchain
by appending new blocks at the end of the chain. The significant contribution presented in
SpeedyChain is the appendable block concept, which takes places by appending transac-
tions into a block. While traditional blockchains are focused on grouping the transactions
from a mempool and thus creating a new block, SpeedyChain process the transactions as
they are received. Each transaction after being validated is appended into an existing block,
providing a unique property of appendable blocks. Additionally, SpeedyChain supports a
key update mechanism that defines a time while a block accepts new transactions; once this
limit is reached, it enforces the devices to update their keys. Finally, SpeedyChain was de-
signed in a modular architecture, thus allowing the seamless application of any consensus
implementation.

These operations are detailed in the next subsections.

5.3.1 Appending blocks

Insertion of a new block Bk in blockchain B is started by a gateway (present in
Gateway level) with the objective to include a new node (Ni) public key (NPKi). This algorithm
is performed every time that a node Ni requests a connection and its Public Key (NPKi) is
not present in the blockchain (line 1 in Algorithm 5.1).

After verifying that an NPKi is not present in the blockchain, the gateway should
send this new public key to perform a consensus to insert the new block (line 2). It is
important to note that the consensus is performed by a leader elected in the blockchain (see
Section 5.3.4).

Algorithm 5.1 Insertion of new blocks in SpeedyChain
Require: Connection request and requester NPK i

1: if NPK i is not present in any BHj then
2: sendBlockToConsensus(NPK i)
3: end if
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5.3.2 Appending transaction

Every time a node Ni produces new information Infom to be inserted in the blockchain,
it has to communicate to a gateway to append the transaction to its block ledger BLi. This
operation is performed only if the node public key (NPKi) is present in a block header BHi

from blockchain B (line 1 in Algorithm 5.2). When, a gateway receives a new information
Infom, the digital signature SigDm present in Infom should be validated (lines 2 and 3) using
the public key NPKi.

Algorithm 5.2 Appending new transactions into the block ledger
Require: Infom and device NPK i

1: if NPK i is present in any BH j then
2: result  verifySign(NPK i, Infom)
3: if result is true then
4: b  blockIndex(B, NPK i)
5: t  lastTransaction(BLb)
6: HashT m-1  hash(T t)
7: m t + 1
8: SigGm  sign(GSK h, Infom)
9: T m  {HashT m-1, m, SigGm, Infom}

10: broadcast(T m, BHb)
11: end if
12: end if

After the validation of the signature, the gateway performs the encapsulation of the
new transaction, setting: the hash of the previous transaction HashTm-1 (line 6), the index of
the transaction (based on the last transaction) m (line 7), and the digital signature from the
gateway that is processing the transaction SigGm (line 8) using its secret key GSKh.

After that, the gateway creates the new transaction Tm (line 9), and the transaction
can be broadcast to the other gateways (line 10).

5.3.3 Key Update

Anytime that a gateway receives a transaction with its timestamp TTimem with a
higher value than the expiration time present in the origin node Ni expiration time Expk the
gateway will proceed a with key update algorithm (Algorithm 5.3). Also, the node Ni can
send to the gateway a request to update its public key NPKi’.

In both situations, a gateway will request to node Ni, its new public key NPKi’ (line 1
in the Algorithm 5.3). After the key validation (e.g., if the key is not already in the blockchain),
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the gateway will append a new block into the blockchain with the new NPKi’ from node Ni

(line 3).

In order to append a new block, a gateway will use Algorithm 5.1 presented previ-
ously. Consequently, each node will receive a new block with the new public key NPKi’ of
the node Ni.

Algorithm 5.3 Algorithm for key update
Require: TTimem � Expk or requested by node N i

1: NPK i
0  requestNewKey(NPK i)

2: if NPK i
0 is valid then

3: appendBlock(NPK i
0) {see Algorithm 5.1}

4: end if

5.3.4 Consensus

SpeedyChain was improved to allow the adoption of different Consensus algo-
rithms. Before discussing different consensus algorithms, first we need to present what
is a valid block or transaction. For a transaction to be considered valid, it should have a
NPKi that is already in the blockchain, a valid signature (based on the data transmitted and
NPKi), and a TTimem lower than its Expk (present in the block header) to ensure that no
transactions are inserted in an expired block. Moreover, to ensure that a block header is
valid: (i) the gateways should agree that a new node NPKi can be part of the blockchain
B; (ii) the access policy Polk for this node NPKi should be defined; (iii) the Expk should be
calculated to avoid a large block in size. We assume that this validation is performed by the
gateways through predefined rules, e.g, signature validation.

Currently, there are different consensus algorithms used by blockchains, such as
Proof-of-Work (PoW), Proof-of-Stake (PoS), Proof-of-Space, Proof-of-Burn and Practical
Byzantine Fault-Tolerance (PBFT). Furthermore, it is not possible to define a single solu-
tion that will perform better than others for any scenario.

Two consensus algorithms for block insertion are available - but not limited to them
- in the proposed solution: (i) validation based on a specific number of witnesses, where
every block should be signed by at least a predefined number of witnesses; and (ii) adapted
PBFT algorithm, where more than 2/3 of the active gateways should validate and sign the
block. Both consensus algorithms could be summarized in Algorithm 5.4.

In order to encapsulate the new block Bk, every information from the block header BHk

is set, such as the hash of the previous block header BHb (line 2), block index k (line 3), the
timestamp using the time of block creation Timek (line 4), an expiration time Expk to control
the validity of the block (line 5), and the access policy Polk that the new node is submitted
to (line 6 in Algorithm 5.4). It is important to note that both Expk and Polk are defined in API
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Algorithm 5.4 Generic consensus algorithm
Require: receive a NPK i to perform consensus

1: b  lastIndex(B)
2: HashBHk-1  hash(BHb)
3: k  b + 1
4: Timek  getTime()
5: Expk  defineExp()
6: Polk  setPolicy()
7: BHk  {HashBHk-1, k , Timek, Expk, Polk, NPK i}
8: consensusResponses  performConsensus(BHk)
9: if consensusResponses > minimumResponses then

10: broadcast(BHk)
11: end if

level. After the block header is created, the consensus is performed (line 7). It is important
to note that the consensus is performed only by gateway nodes. After the consensus is
performed and it receives more than the minimum responses for each consensus algorithm,
the new block is broadcast to the peers (line 10).

A simplified version of the consensus algorithm was applied. This simplified version
uses both PBFT and Witness-based consensus algorithms that present good options based
on security aspects. It is important to state that SpeedyChain consensus definition is a
vast research topic. Due to this thesis research limitation, the consensus is still a work in
progress in order to identify the best algorithm, or even support multiple algorithms.

5.4 Security Analysis

Chapter 4 presented a list of security threats that could affect the blockchain tech-
nology. Some of those threats can compromise SpeedyChain operation (see Table 5.1).
SpeedyChain can cope with the following attacks: Alternative History, Balance, Block With-
Holding, Bribery, Double Spending, 51%, Finney, Fork After WithHolding, Pool Hopping,
Refund, Selfish Mining, Timejacking, Transaction Malleability, and Vector 76.

Among the principal vulnerabilities that can still compromise SpeedyChain are: Col-
lision, Delay Routing, DDoS, Deanonymization, Eclipse, Sybil, and Vulnerable Signature.

Vulnerable Signature is a threat that is not exclusive to SpeedyChain, but is an
exploit that focus on cryptography algorithm implementation. As possible countermeasures,
it is recommended to use cryptography algorithm implementation that follows NIST [NIS19]
standards and guidelines. The Collision attack also focused on exploiting the cryptography
algorithms, in particular, the hash collision. Possible mitigation for this attack is to use hash
algorithms loose coupled to the core blockchain, in a way that changing the algorithm does
not affect the blockchain operation.
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Focused on different blockchain layers, attacks such as Deanonymization also
could succeed when executed against SpeedyChain solutions. This attack is performed
based on the connection executed between peers. Thus, possible mitigation on this issue
is to define different layers in the architecture, and through the layers avoid the information
to be tracked to its device source. The DDoS works in the communication layer, and it is a
widespread attack nowadays for network applications. SpeedyChain also could be affected
by this attack. As possible mitigation, the solution should avoid malicious network traffic
that aims to consume target resources, among the possible mitigation, the firewall and IDS
configuration with specific rules to block the package. However, SpeedyChain architecture
allows a device to change the gateway, if one of them stops responding, sending data to any
gateway available, thus mitigating a DDoS attack.

The communication layer still presents a significant threat for SpeedyChain. In this
context, Delay Routing attack could also affect a SpeedyChain solution. Possible mitigation
for this attack is to use the connection between device and gateways architecture, which
decreases the possibility of an attacker to intercept this communication channel. The ar-
chitecture proposed, also helps in the Eclipse and Sybil attacks mitigation, as the model
reduces the possibility of an attacker to intercept the communication. However, it is impor-
tant to highlight that the connection between different gateways also could be impacted by
these attacks.

In addition to the presented attacks, SpeedyChain could also be susceptible to a
malicious gateway attack. The compromised gateway can discard blocks and transactions
received either from other gateways or from devices. This threat mitigation involves the con-
sensus algorithm choice and definition. The current SpeedyChain implementation foresees
the consensus applied by the gateways when creating new blocks. This operation requires
the consensus among multiple gateways before inserting a new block and update blockchain
copy in their peers. A lightweight consensus algorithm should be evaluated by controlling
transaction insertion.

The consensus algorithm choice allows to mitigate the malicious gateway vulner-
ability and also improves the blockchain security. As presented in Table 4.2, most of the
attacks are focused on consensus algorithms. SpeedyChain applies the consensus algo-
rithm at the gateway level when a new block creation is requested. Due to the permissioned
characteristic of SpeedyChain, it was implemented the PBFT consensus algorithm and it
was introduced a Witness based consensus. Thus, this architectural decision avoids attacks
that target the blockchain consensus layer. Attacks such as Double Spending, Finney and
Alternative History are not threats for SpeedyChain once the consensus algorithm does
not allow the main blockchain to be forked. Likewise, 51% attack is possible to be performed
in blockchains that use consensus-based in processing power, as our proposal is not using
this algorithm, this attack is mitigated. Despite that, even if one of these attacks is per-
formed, the transaction keeps a sequential timestamp, and if it is in an incorrect order, it will
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be discarded. Additionally, only the device that owns the private key will be able to produce
information to the blocks, this approach will mitigate the fork with conflicted transactions.

The Vector 76 attack also exploits the conflicting blocks that might be generated
in the consensus algorithms. Its main goal is to explore financial gains from cryptocurrency
exchanges. As SpeedyChain does not use a token (or cryptocurrency), this attack, or the
Double Spending attack, do not affect SpeedyChain. The Transaction Malleability, Time-
jacking and Refund attacks are very specific to exploiting protocols and business model
definition that is applied in the Bitcoin blockchain.

Finally, it is important to highlight that the evaluated attacks to SpeedyChain target
the gateways, which is the node responsible for running the blockchain. It was also assumed
that the hardware is secure, as the proposed solution is focused on handling the data in order
to keep its integrity and non-repudiation. In the same way, the communication channel se-
curity is not part of this research, and in order to protect the information exchanged between
nodes (gateways and devices) cryptography algorithms were applied. The key management
for these algorithms is the responsibility of each node and is assumed they can handle it
properly to ensure its security.

Table 5.1 – SpeedyChain attacks analysis
Threat Affects SpeedyChain
51% No
Alternative History No
Balance No
Block WithHolding No
Bribery No
Double Spending No
Finney No
Fork After WithHolding No
Pool Hopping No
Refund No
Selfish Mining No
Timejacking No
Transaction Malleability No
Vector 76 No
Collision Yes
DDoS Yes
Deanonymization Yes
Delay Routing Yes
Eclipse Yes
Sybil Yes
Vulnerable Signature Yes
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5.5 Chapter summary

In this chapter, an alternative data structure for blockchains was presented. The
main achievements in this proposal are to keep the data secured by the asymmetric cryp-
tography algorithm, using a digital signature, which ensures the non-repudiation property.

Due to this data structure characteristic, it is possible to highlight that the block is
divided into two different parts: Block header, which is immutable and contains all informa-
tion needed to ensure the node that is sending information; Block ledger, which contains all
transactions, and at anytime (limited by the expiration timeout) the node can send informa-
tion, allowing to append data into an existing block. At the same time, it is possible to ensure
that the gateways could work in parallel, appending data in different blocks at same time.

The proposed definition is consensus agnostic, i.e., it should support different al-
gorithms. However, it is important to highlight that once a consensus algorithm is defined,
it should be used on that blockchain instance. In order to evaluate SpeedyChain, the PFBT
and Witness consensus algorithm were applied, as these algorithms mitigate known attacks
that are focused on the blockchain consensus layer.
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6. EVALUATION

This chapter presents the experiments performed with the blockchain prototype im-
plementation named SpeedyChain. These experiments aim to evaluate the performance of
the developed prototype, and measure the common operations performed in the blockchain
(adding blocks and appending transactions).

The experiments are divided into three different scenarios, which are Smart Homes,
Smart Cities and Industrial IoT. The Smart Home experiment execution aims to evaluate
how the most common cryptography and hash algorithms perform in standard hardware.
The Smart Cities experiment aims to evaluate the blockchain data model in an emulated
environment, gathering data related to the time to manage data using blockchain. In the
last scenario, the goal is to increase the scalability in an emulated environment and use a
different consensus algorithm.

6.1 Smart Home

An important aspect of implementing a blockchain in an IoT multi-tier architecture
is to verify its applicability on a specific scenario. Furthermore, it is crucial to consider how
constrained devices can handle the solution. Additionally, in the proposed architecture, the
cryptography and hash functions play a crucial role in the blockchain application. Thus, its
evaluation could indicate to the hardware that fits better the requirements. As examples of
constrained devices, Arduino (e.g., simple applications, such as to monitor sensors) and
Raspberry Pi (e.g., managing IP Cameras) boards are widely used to control devices over
the Internet.

For this analysis, the following devices were chosen: Arduino UNO, a micro-controller
board based on Atmel ATMega 328P (16 MHz clock and 32KB of programmable memory);
Arduino Leonardo micro-controller board based on Atmel ATMega32u4 (16 MHz clock and
32KB of programmable memory); Arduino Mega 2560 micro-controller board based on At-
mel ATMega2560 (16 MHz clock and 256KB of programmable memory); Raspberry Pi 2
B Boards (900MHz quad-core ARM Cortex-A7 CPU and 1GB of RAM memory); Orange
Pi Zero (1.2GHz ARM Cortex-A7 CPU and 256MB for RAM memory); and regular PC
(Intel®Core™i3 M350@2.27GHz, 8GB SODIMM DDR3 Ram, 120GB SSD, running Linux
Ubuntu 14.04), which was chosen to establish a performance baseline.

First, some experiments were performed with the RSA algorithm - often used for
key exchange. This is important to verify how devices can handle this algorithm that is known
to be time consuming. After that, an evaluation was performed to know how these devices
can handle the SHA256 algorithm - used on many blockchains, such as Bitcoin, to create
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block and transaction hashes. After that, we performed an evaluation on how the boards can
handle AES symmetric algorithm (less time consuming than RSA), commonly used to build
a secure communication. Also, some experiments were performed to verify how the boards
would handle both cryptography and hash algorithms - for example, to send encrypted and
hashed data. For both RSA and AES cryptography algorithms, due to hardware constraints,
we used predefined fixed keys. The results presented in Table 6.1 show the median value
for 10 samples presenting a standard deviation smaller than 0.004ms.

Table 6.1 – Performance evaluation of constrained devices with RSA, AES256 and SHA256
Arduino
Uno

Arduino
Leonardo

Arduino
Mega

Raspberry
Pi 2

Orange Pi
Zero PC

RSA Encrypt 15.0ms 15.1ms 15.4ms 0.4ms 0.36ms 0.07ms
RSA Decrypt 9966.1ms 10020.2ms 10177.9ms 0.5ms 0.5ms 0.1ms
SHA256 22.3ms 22.2ms 22.3ms 0.16ms 0.18ms 0.03ms
RSA(TEXT
+SHA256) 63.8ms 58.3ms 64.6ms 1.1ms 0.8ms 0.14ms

AES Encrypt 6.5ms 6.6ms 6.6ms 0.07ms 0.07ms 0.01ms
AES Decrypt 25.9ms 26.1ms 26.0ms 0.06ms 0.07ms 0.01ms
AES +
SHA256 32.6ms 33.0ms 32.7ms 0.25ms 0.3ms 0.03ms

Based on the results presented in Table 6.1, we identified that even Arduino, which
has limited memory and processing power resources, was able to run the RSA algorithm.
However, it takes a considerable amount of time to get the text ciphered and deciphered,
when compared to Raspberry Pi 2, Orange Pi Zero or PC. For example, text deciphering
RSA using Arduino took around 10,000 ms, while the same text deciphering using Raspberry
Pi 2 or Orange Pi Zero took only 0.5 ms. This difference becomes smaller when the SHA256
hash algorithm is executed. In that case, the difference reduces to 22 ms. Thus, taking this
results into account, Raspberry Pi 2 and Orange Pi Zero were chosen to host the blockchain
(gateway), while Arduino will only be used to manage devices (sensors and actuators). Also,
it is important to notice that both Arduino Mega, Leonardo and UNO had similar performance
to handle cryptography algorithms.

Since Raspberry Pi 2 and Orange Pi Zero will be playing the gateway role in the
proposed architecture, their performance was compared to regular PC in order to establish
a time parameter of hosting the blockchain. Table 6.2 presents the information for running
the blockchain in a Raspberry Pi 2, Orange Pi Zero and in a regular PC (as described
previously). Two operations were executed: (i) AES key generation, which consists of the
operation when a device is beginning a communication to the gateways and, at this point,
the gateway will generate an AES key and cipher this random key using the device RSA
public key fetched from the block header in the blockchain; and (ii) appending information
to an existing device block, where the gateway receives a package containing information
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and the device signature; after that, the gateway, using its own RSA private key, signs the
package and appends it to the block in the blockchain.

The results (evaluated in both situations) had better performance when operations
are executed in the PC than in Raspberry Pi 2 or Orange Pi Zero. However, as the IoT
architecture proposed considers the use of constrained hardware (in terms of processing
capabilities and power consumption), Raspberry Pi and Orange Pi showed acceptable re-
sults in terms of processing time.

Table 6.2 – Performance for connecting and appending new block in a blockchain

Average
Time

Sample
Standard
Deviation

Sample
Confidence

AES Key
Generation

Orange Pi
Zero 2.78 ms 0.08 ms 0.02 ms

Raspberry
Pi 2 3.59 ms 0.49 ms 0.30 ms

PC 0.86 ms 0.15 ms 0.09 ms

Append
Block
Data

Orange Pi
Zero 45.7 ms 0.69 ms 0.43 ms

Raspberry
Pi 2 20.99 ms 0.50 ms 0.31 ms

PC 3.26 ms 0.67 ms 0.42 ms

Analyzing the results from Raspberry Pi 2 and Orange Pi Zero, we noticed that the
operation to sign and append new information to a block is more time consuming than the
key generation and encryption using AES. We calculated the confidence level considering
an alpha value of 95%, which produced the values shown in Table 6.2. Thus, the time value
to append new information into a block in the blockchain has an average time of 45.7ms on
Orange Pi Zero and 20.99 ms on Raspberry Pi 2. Also, considering the confidence interval
value, it will ensure that 95% of samples are in the range from 45.27 to 46.13ms on Orange
Pi Zero and 20.69 to 21.31 ms on Raspberry Pi 2. Moreover, the AES key generation also
ensures that 95% of samples are in the range from 2.76 to 2.80 ms on Orange Pi Zero and
3.29 to 3.89 ms on Raspberry Pi 2.

Once the hardware evaluated using the times as baseline, and thus choose an ar-
chitecture for a possible IoT scenario, we considered, in this evaluation, a three-floor building
environment with lighting controlled by smart devices. Each floor is managed by a gateway
(e.g. Raspberry Pi 2 B or Orange Pi Zero). Also, each room has luminosity sensors, dim-
mers and relay managed by one or more devices (e.g. Arduino boards). Thus, the IoT
infrastructure employed in this evaluation is composed by 3 gateways - one Raspberry Pi
2 and two Orange Pi Zero, all of them with Raspbian OS - and devices (Arduino UNO) to
measure and control the lightning. The proposed architecture is show in Figure 6.1.
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Figure 6.1 – Smart Home hardware architecture

In this scenario, we assumed that each device was registered previously by an ad-
ministrator. Consequently, each Block Header (with the device public key) in the blockchain
was already created when the experiments started. After the key exchange procedure (to
use an AES Key generated by the gateway), a device sends 100 data updates, in a rate of
one update per second, to the corresponding gateway. Each update is appended to the cor-
responding block in the blockchain and propagated to the other gateways. The experiment
was repeated 10 times and we present the median time for each block in sequence.

Figure 6.2 presents the median time to append the data received from the device
to generate both gateway signature and the hash of the previous block, append it to its block
and send it to other peers. As can be observed in Figure 6.2, gateway Gw A takes from 45 to
70 ms to append and send the transaction generated to the other gateways. It is important
to highlight that some collected time presents a time deviation (transactions between #50
and #60) mainly due to the operating system that is running in the IoT boards.

Additionally, the time to append a transaction (to the blockchain) into gateways
Gw B and Gw C was measured (gateways that are not directly connected to the device
that sends information). It is important to mention that only the time spent after the other
gateways received the transaction is considered, i.e., the time spent to send a transaction
onto the network is not considered. As can be observed in Figure 6.3, the time to append a
transaction on Gw B goes from 0.4 to 0.8 ms and on Gw C from 0.4 to 0.83ms.
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Figure 6.2 – Performance for appending and sending information to the gateways
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Figure 6.3 – Performance for appending new transaction on a block

Considering the evaluated scenario, Gw A (a gateway that controlled the device)
takes around 5 to 7% of the time between updates to generate a transaction, to append it to
block and to send it to other gateways. Furthermore, Gw B and Gw C take less than 0.1% of
the time between updates to append information into the block. Consequently, the proposed
blockchain presented promising performance results. However, it is important to evaluate
the solution with a higher number of devices and gateways.

6.2 Smart City

In order to extend SpeedyChain evaluation, a second use case scenario was con-
sidered to run the experiments. This scenario is a smart city environment, in which the
previous evaluation was extended and time to add a new block was evaluated. Speedy-
Chain includes smart city infrastructure (e.g., traffic lights), smart vehicles, RSIs, and SPs



86

as shown in Figure 6.4. The blockchain management, i.e., verification of transactions and
blocks, and appending new blocks, are performed by participants that have more available
resources and a closer commitment to the smart city, e.g., RSIs and SPs.

RSI

RSI

RSI

Smart	City	1

SP

Smart	City	2

SP

BC

BC

BC

Figure 6.4 – Smart City evaluated architecture

The results were achieved in an emulated scenario to evaluate the performance of
our approach. We emulated the scenario using the CORE network emulator [ADHK08], run-
ning in a VM in VirtualBox with 4 processors and 8GB of RAM and the host Intel i7@2.8Ghz
and 16GB of RAM. The emulated scenario consists of 15 nodes representing RSIs that are
interconnected with other RSIs and keep the blockchain updated. Thus, an RSI will be re-
sponsible for receiving connection requests from the vehicles, validating them, creating new
blocks, and broadcasting these blocks to the other RSIs. Vehicles are responsible for es-
tablishing a connection to an RSI and, once connected, produce data and send that to the
RSI.

In case of the vehicle moving among different RSIs, the proposed solution is not
considerably affected, since once the block header is created in the blockchain, any RSI will
be able to validate and append new transactions.

To evaluate the scalability of the proposed method, we vary the number of trans-
actions generated by the vehicles, and study the solution performance with 10, 100, and
1,000 transactions in the network. We also vary the number of participating vehicles in the
application and study the performance in three scenarios with 50, 100, and 650 vehicles.
Overall we run 9 different scenarios to study the performance of each metric. This allowed
evaluating the proposed framework performance when managing transactions and blocks in
the smart city scenario.
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Figure 6.5 – Required time in an RSI to add a new block to the blockchain.

We first evaluated the processing time taken by an RSI to add a new block into the
blockchain. The process of adding a new block includes: i) receiving a connection request
at the RSI, ii) validating the vehicle request, iii) identifying the need for a new block and
creating it, and iv ) updating the RSI peers. Figure 6.5 summarizes the emulation results.
As expected, the processing time for adding a new block to the blockchain increases as the
number of blocks increases, since there are more transactions and blocks to be validated
by the RSI. It can also be seen that the number of transactions also directly affects the
processing time (Figure 6.6). The reason is that a higher number of transactions, in the block
ledger, takes longer to be validated. However, processing time overhead for transactions is
less significant than for new block creation. Note that the block creation operation will only
be executed when a vehicle connects to an RSI the first time (or when it changes its key
pair).

A block is created only when a vehicle joins the network. However, once its block
is added to the blockchain, the vehicle is allowed to generate transactions. The next metric
that we evaluated is the time taken by RSIs to process received transactions, i.e., verify
data signature, check if the block is not expired, append the transaction and notify all RSIs
regarding the update. Figure 6.6 plots this metric. In this scenario, it was noticed that for a
blockchain size of 50, the time increases 3.63% when increasing the number of transactions
from 10 to 100. In a blockchain with 100 blocks, the transaction creation time increases
4.62%. However, for a blockchain size of 650 blocks, the time to validate and append new
transactions increases by 36.97% from 10 to 1,000 transactions, which points to a linear
time increase, as expected. Based on the collected samples, assuming a confidence level
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Figure 6.6 – Required processing time to add new transaction to the blockchain.

of 95%, the interval varies from 0.0013 ms to 0.0126 ms, i.e. a very small variance on the
data.

Each transaction is created by the vehicle and sent to the RSI. The receiving RSI
validates the transaction to ensure the integrity and trust in the data coming from the vehicle.
Once all validation is performed, the RSI updates its local blockchain copy and sends it to
other RSIs. Each RSI that receives the new transaction validates the received data before
appending this new transaction to a local copy of the blockchain. The time required to
execute this update operation increases as more transactions are stored in each block, and
this behavior is shown in the tests presented in Figure 6.7. Considering a blockchain with
650 blocks, and changing the number of transactions from 10 to 1,000, the time to validate
and update the blockchain increases by 103.08%, which is justified by having 100 times
more transactions to be processed. Considering a confidence level of 95% for the samples,
the error probability is at 0.003 ms to 10 transactions and 0.002 ms to 1,000 transactions.

The time that a single peer takes to validate and to update its blockchain, with a
new block created by another RSI, is shown in Figure 6.8. This value varies from 0.021 ms
to 0.025 ms for a blockchain with 50 blocks and 10 transactions to 650 blocks and 1,000
transactions, respectively.

Considering the evaluated blockchain sizes in terms of transactions and amount
of blocks, even considering the scenario of a blockchain with 650 blocks sending 1,000
transactions, the values are 20.33 ms to validate and to create a new block and 1.69 ms to
create and to validate a new transaction. The validation time for this scenario represents
7.7% of the operation total time. It represents a good improvement in terms of time to add a
new transaction in comparison to the Bitcoin blockchain.
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Figure 6.7 – Time (ms) to update peer’s blockchain with received transactions

Table 6.3 – Time taken by vehicles to calculate the Merkle tree root.

# of Transactions Time to calculate
the Merkle tree

10 0.162 ms
100 0.857 ms
1000 7.995 ms

The time taken to calculate the Merkle tree in a vehicle was measured and is pre-
sented in Table 6.3. As this operation is performed on the transactions, we consider three
values for the number of transactions in the block ledger that are 10, 100 and 1,000, and
evaluated the time to generate the Merkle tree for each set. The time for a block with 10
transactions was 0.126 milliseconds, while for 1,000 transactions this time increases to 7.99
milliseconds. As expected, the time to calculate the Merkle tree increases as there are
more transactions within a block. These results present a sublinear time increase, and, it is
possible to estimate the key update interval used to define the block expiration time.

6.3 Industrial Internet of Things

The last use case defines in order to evaluate the performance of SpeedyChain is
the IIoT scenarios, the CORE emulator platform [ADHK08] was used on the experiments
to have consistent protocols and communication times spent in the Network layer. The
evaluation was executed on a VMware Fusion 8.5.10 with 6 processors and 12GB of RAM
on an Intel i7@2.8Ghz and 16GB of RAM. We performed the evaluation using 10 gateways,
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Figure 6.8 – Time (ms) to update peer’s blockchain with received blocks

where each gateway runs in a container based-virtualized machine; in 9 different scenarios
(as presented in Table 6.4) using 100, 500 and 1000 devices connected through theses
gateways (10, 50 and 100 per gateway) and 100, 500 and 1,000 transactions per device
(e.g., 1,000,000 transactions in Scenario I). All times presented in Table 6.4 represent the
median time considering the whole execution in all gateways.

The witness based consensus was used as a baseline in terms of time to append
blocks and information. As expected, it can be observed in Table 6.4 that varying the con-
sensus algorithm has an impact in the performance in the task to make the consensus of
a block (used to insert block header with the public key of each device). For example, in
Scenario A, witness based consensus takes 58.20ms to achieve the consensus of a block
against 102.82ms using PBFT and in Scenario I (scenario with the highest number of de-
vices and transactions), witness based takes 79.22ms against 160.35ms using PBFT (more
than twice the time). However, Witness-based consensus is more likely to be affected by
different attacks (e.g., Eclipse and Sybil attacks) in comparison to PBFT.

In the other blockchain operations - for instance, time to add a new block in the
leader gateway (a gateway that started the consensus), as well as the time to update the
blockchain, to append a new transaction in a gateway (where devices are connected to)
and to update the blockchain with the new transaction - presented few or no impact using
both consensus algorithms. However, the number of transactions and nodes influenced in
the processing time to append a transaction in the most demanding scenario (Scenario I)
takes less than 7ms to both append the transaction (4.28ms in Witness-based and 4.55ms
in PBFT) and to update a new transaction in the other gateways (2.33ms in Witness-based
and 2.39ms in PBFT).



91

Table 6.4 – Performance evaluation considering different consensus
A B C D E F G H I

Devices per Gw 10 10 10 50 50 50 100 100 100
Transactions per
Device 100 500 1,000 100 500 1,000 100 500 1,000

Total of Devices’
Blocks 100 100 100 500 500 500 1,000 1,000 1,000

Total of
Transactions 10,000 50,000 100,000 50,000 250,000 500,000 100,000 500,000 1,000,000

Block Consensus
(Witness) 58.20ms 64.01ms 65.25ms 64.51ms 71.02ms 71.73ms 69.13ms 72.47ms 79.22ms

Block Consensus
(PBFT) 102.82ms 119.53ms 121.68ms 121.98ms 126.56ms 132.37ms 129.14ms 136.86ms 160.35ms

Add Block in Leader
(Wit.) 3.72ms 3.56ms 4.42ms 4.66ms 4.82ms 5.81ms 5.33ms 5.95ms 6.28ms

Add Block in Leader
(PBFT) 3.40ms 4.45ms 5.16ms 4.21ms 4.87ms 5.88ms 5.29ms 5.93ms 6.52ms

Update Blockchain
w/ Block (Wit.) 0.22ms 0.22ms 0.23ms 0.22ms 0.23ms 0.23ms 0.23ms 0.24ms 0.25ms

Update Blockchain
w/ Block (PBFT) 0.22ms 0.22ms 0.23ms 0.23ms 0.23ms 0.26ms 0.24ms 0.24ms 0.27ms

Append Transaction
in Gw. (Wit.) 2.66ms 2.82ms 2.91ms 3.24ms 3.49ms 3.54ms 3.89ms 4.29ms 4.28ms

Append Transaction
in Gw. (PBFT) 2.69ms 2.80ms 2.90ms 3.30ms 3.46ms 4.00ms 3.96ms 4.16ms 4.55ms

Update Blockchain
w/ Trans. (Wit.) 0.94ms 1.18ms 1.48ms 1.30ms 1.58ms 1.89ms 1.73ms 2.11ms 2.33ms

Update Blockchain
w/ Trans. (PBFT) 0.94ms 1.17ms 1.47ms 1.31ms 1.55ms 2.03ms 1.73ms 2.03ms 2.39ms

Additionally, it can be observed that growing the number of transactions (overload
of processing in gateways) has more impact than the number of devices that a gateway is
handling. For example, scenario D has half of the transactions and 5 times more nodes than
C, but takes almost the same time to reach the consensus for a block. Differently, scenario F
has half of the nodes and 5 times more transactions than scenario G, resulting in F spending
around 3% more time to achieve the consensus than G. Figure 6.9 presents a comparison
of the time to achieve a consensus of a block in different scenarios.

0
20

40

60

80
100

120

140

160
180

A B D C G E F H I

Time for Block Consensus

Witness-based Consensus (ms) PBFT Consensus (ms)

Figure 6.9 – Time for block consensus



92

As a comparison, Bitcoin network has around 10,000 [Bit18] active nodes in a
24-hour slice, consequently, the experiment in Scenario I represents approximately 10%
of the Bitcoin network (which is current blockchain standard). As a comparison, Bitcoin
has more than 150,000 confirmed transactions per day [CELR18] with a peak of 490,644
confirmed transactions in a day [Blo], which means that the evaluation in Scenario I, at
least represents more than twice the transactions in the Bitcoin blockchain in a day. A more
effective comparison could be made with IOTA [IOT18] - a blockchain developed for IoT -
which has around 8.7 transactions per second [IOT] (data collected in August of 2018). This
means around 750,000 transactions processed in a day (around 75% of the transactions
processed in Scenario I). Also, it represents that the IOTA transaction processing time is
around 115ms. Consequently, the transactions processing time in SpeedyChain represents
less than 6% of the time that is spent in IOTA - 115ms in IOTA and 7ms in SpeedyChain
(4.55ms to append a transaction in a gateway summed with 2.39ms to update the entire
blockchain using PBFT).

This evaluated scenario presents good results in the emulated IIoT scenarios with
a different number of devices and transactions. It is important to note that the code that
implements SpeedyChain was developed using the Python programming language and a set
of libraries. The code is available at GitHub1 and could be used to replicate the experiments.

6.4 Discussion

Based on the experiments, we can show that the proposed blockchain data model
is capable of handling the produced data including a small overhead for the blockchain.

As presented, the first scenario (smart home) was the research foundation, as it
draws a bottom line to show that the most common cryptography and hash algorithms are
able to run in constrained devices. This experiment also acts as a validation to, based on the
algorithms execution time results, indicate and define which device should be used in each
layer in an IoT architecture. Once the scenario was defined, the experiments were executed
using real hardware, which shows the blockchain viability for the proposed scenario.

Once the SpeedyChain viability was evaluated using real hardware, the smart city
scenario works to evaluate it in a larger scenario, and extending the function to support a
consensus algorithm. In order to increase the number of nodes, this scenario was executed
in a network emulator tool, which allowed to gather the blockchain operation time in a sim-
ilar way as the real hardware. During the execution of this scenario, we noticed that the
consensus algorithm needed to be better evaluated, since it plays an important role in the
blockchain block addition.

1https://github.com/regio/r2ac
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Finally, we ran an IIoT scenario, in which our main goal was to increase the number
of nodes, and identify the consensus overhead when a new block is added to the blockchain.
The results are still supporting that the SpeedyChain applicability fits for an increased sce-
nario, as the blockchain processing time is still in milliseconds. Additionally, the results show
that further investigation is needed in order to improve consensus performance without com-
promising solution security.
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7. CONCLUSION

This work presented a permissioned lightweight blockchain data model for IoT or
constrained devices. It was analyzed the most common security threats and vulnerabilities
in blockchain in order to help to propose a solution that could fit the IoT scenario. It was eval-
uated the existing cryptography algorithm in real hardware, allowing to map the hardware to
each layer in an IoT architecture. Finally, SpeedyChain was evaluated in different scenarios,
changing consensus algorithm and scaling in order to gather results, after that the results
show a promising solution that fits different IoT scenarios.

7.1 Hypothesis Foundation

Through the current research and use cases scenarios, it was possible to validate
the research hypothesis (presented in Chapter 1). After running the use cases presented
in Chapter 6, the SpeedyChain presented promising results. The data gathered during the
executions supports the hypothesis, firstly showing standard constrained device can execute
the most common security algorithms that are prerequisite to run a blockchain. Based on
that, it leads us to define a lightweight solution that will run in these devices generating
the minimum overhead for the blockchain handling. In order to achieve the lightweight, a
change in the traditional blockchain data model was proposed, this change enables the
block in the blockchain to allow appending data and given the blockchain the ability to allow
different nodes including the transaction in different blocks at the same time. The proposed
blockchain was evaluated in terms of security in Section 4, showing that the approach should
be taken into account in order to avoid/mitigate most common blockchain attacks.

The defined research questions were followed and answered during the current
thesis, in terms of supporting and validating the research hypothesis.

1. What is the minimum hardware requirement to run a blockchain?

It was presented in Section 6.1 that common constrained device can execute the re-
quired cryptography algorithms that are needed to support a blockchain execution.

2. What is the performance in constrained hardware to handle the algorithms need for
supporting a blockchain?

Once identified that the constrained devices could handle the algorithms, it was evalu-
ated in Section 6.1 the time that each device takes to perform these operations. Based
on this research question, we could map that some devices presented time for de-
cryption a message using asymmetric cryptography takes around 10 seconds (see
Table 6.1). Thus, although all devices evaluated able to run all algorithms, due to this
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performance, an IoT three tiers architecture identified during the literature review was
chosen to run the proposed solution. In the evaluated scenario device such as Arduino
boards are running to manage the device level, while more powerful board such as
Raspberry and Orange Pi are better candidates to manage the blockchain.

3. How to change/adapt the blockchain technology in order to become a lightweight solu-
tion capable of fits in embedded hardware (such as IoT devices)?

The answer to this research question leads to evaluate the possible bottlenecks that a
traditional blockchain could presents. At this moment it was identified two main con-
cerns in Section 2.3, which are (i) the consensus algorithm, as most of the blockchains
are using the PoW consensus algorithm, and as presented in Section 2 this algorithm
relies on the processing power. Thus for an IoT blockchain proposal, this algorithm
should be switched, for this research it was considered two different options that are
Witness based and PBFT, as these algorithms are vote based; (ii) the data structure
that is defined for blockchains lead to a sequential block creation, which could lead
to other bottleneck related to the nodes competing to include a block of transactions.
This block ledger in some scenarios, due to the amount of produced data, could reach
a considerable high size for storing this data structure. To work around this blockchain
limitation, the current research is proposing a data structure that allows to decouple
the payload (that is responsible for demanding the most storage space), and allow this
ledger to be stored off-chain.

4. What are the most common security threats that could compromise a blockchain?

As the blockchain technology brings by design the security aspects, is imperative to
identify that are the most common security threats that could compromise different as-
pects of a blockchain, in order to subvert its behaviour, which could lead the blockchain
to an inconsistent state. It was conducted a literature review for the purpose to iden-
tify these threats, which points to a set of threats evaluated in Section 4.1. Based on
the analysis, the main components (but not limited) that are exploited to compromise
the blockchain technology are the PoW consensus algorithms and the fork resolution
algorithm.

5. How to proposes an alternative data structure keeping the security?

After identifying the security threats and the bottleneck present in most common blockchain
implementations, this research evaluated an alternative data structure that is still able
to ensure the data security and integrity applying the most traditional symmetric and
asymmetric cryptography algorithms and at the same time allows to improve the time
take to handle new transactions. In order to support the required demand, it was
proposed a data structure for the blockchain blocks that allows the header is not de-
pendent on the transactions (as happen in most common blockchains, through the



97

merkle three usage), but the proposed data structure the first transaction depends on
the block header and the following transactions depends on the previous as presented
in Section 5.3.2. Through this proposal, the data structure enables the block to accept
new transaction even after a new block header being added to the blockchain, and still
allows to multiple nodes, append transactions in different blocks at the same time.

7.2 Future Directions

The increasing number of devices connected to the Internet and networks, still
presents a challenge, especially in term of security and scalability aspects. The present
work shows a step toward proposing solutions capable of handling these demands, however,
it is important to highlight this research field still needs attention and can be extended.

We could list some research opportunities that can improve this research, such as,
to evaluate/propose different consensus algorithms to fit the hardware limitation presented
in most common IoT devices. This evaluation should compare the processing power needs
and response time, for example. A research field is also presented in order to evaluate the
network usage, in terms of latency and number of messages, for example. Linked with these
topics, it should also take into account the security aspects as well as threats that could be
exploited in consensus and network.

An important aspect is once the information becomes available in the blockchain,
to define an access control mechanism able to restrict the data access.
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