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Abstract

Telemedicine has recently garnered more attention from healthcare professionals because it provides
access to health services to patients in rural areas while making patient healthcare information more
vulnerable to security breaches. The objective of this research is to identify factors that play a critical role
in possible adoption of telemedicine in the United States and Brazil. A model with eight hypotheses was
used to establish a research framework. A survey was conducted involving healthcare professionals in the
aforementioned countries. The results show that telemedicine adoption is influenced by policies and culture
in both countries and influenced by security and privacy in the United States. It can be inferred from the
research that perceptions of the American and Brazilian healthcare professionals are similar in telemedicine
issues covered in this research. These healthcare professionals, however, disagree on how patients’ privacy
should be preserved in the two countries.
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Introduction

The healthcare sector has been experiencing major challenges around the world, such as rising
costs, increasing demands of patients, and universal access.! Telemedicine can be an alternative to
deal with these challenges since it provides a solution to the problems of accessing healthcare,
especially in developing countries where healthcare professionals are not as readily available.?
Telemedicine is defined by the American Telemedicine Association® as the remote delivery of
healthcare services and clinical information using telecommunications technology, such as the
Internet, wireless networks, intranets, and extranets. Telemedicine has been used in the healthcare
business since the early 1960s* and underwent several cycles of increasing and decreasing inter-
ests. Telemedicine has recently gained more attention because it provides more access to health
services but, at the same time, it makes patient health information vulnerable to security and pri-
vacy breaches. In addition to security and privacy issues, state licensing policies can create a chal-
lenge for healthcare professionals who practice telemedicine, since they are not allowed to treat
patients in states other than where they are licensed. Each healthcare professional should follow
laws and requirements in the state where the patient is receiving health services. As a result, states
laws and regulations pose a major barrier in adoption of telemedicine in regions who need it the
most.

Health services are very specialized, normally expensive, and frequently concentrated in some
areas in a country or perhaps in a part of the world. Because of this, it is difficult and costly to
provide high-quality, face-to-face health services.’ This provides an opportunity for the adoption
of telemedicine, which requires the use of high-level information technology (IT). The adoption of
an IT-based solution brings consequences (expected and unexpected), to the users,® and with tele-
medicine users, it is no different. According to the authors, these consequences are interpreted and
understood in various ways by users, triggering reactions from them. This study focuses on the
issues involved in putting telemedicine into practice.

Diinnebeil et al.” suggest that the main reasons for opposition to the adoption of distance health-
care (DHC) are privacy concerns, the extensive efforts required to implement the project, and dis-
satisfaction with the performance of the technology. Chang et al.® describe problems with poor
security, confidentiality, and reliability. Ekeland et al.” call attention to the importance of policies
as a way to define how telemedicine can be used. Barlow et al.'” and Saliba et al.!! suggest the
culture as a barrier for telemedicine diffusion, creating mistrust and resistance by means of incom-
patibilities with values and cultural norms of a society. Based on this, the adoption issues examined
in this study are information security, privacy, policy, and national culture.

The objective of this research is to identify factors that play a critical role in the possible adoption
of telemedicine. More specifically, this research will focus on the perception of healthcare profes-
sionals on the influence of issues such as security, privacy, policies, and culture on telemedicine
adoption. This research is based on a survey involving physicians, nurses, medical students, medical
residents, and IT professionals from the United States and Brazil. A two-country study was used as
a way to contribute to the understanding of why telemedicine is more accepted in some societies
over others. Most telemedicine research studies have focused on the technology and clinical issues;
consequently, there has been limited discussion of managerial issues. Similarly, most research stud-
ies considered the patients’ point of view. This research will consider the healthcare professional’s
perspective. Telemedicine adoption must consider the managerial viewpoint because of the high
amount of investments and significant changes in the routine of healthcare professionals.

The rest of the article is structured in the following manner: the next section details the theoreti-
cal background of telemedicine. This is followed by a description of the research methodology and
the results. The article closes by providing conclusions and implications drawn by this research.
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Background

This section provides the literature background upon which this research is established. More spe-
cifically, it covers telemedicine issues.

Telemedicine adoption

In order to achieve a successful DHC adoption, it is mandatory to consider that there are different
people or groups of people involved. They may have different perceptions and sometimes even
divergent opinions on what factors are critical in DHC adoption. This can become more compli-
cated due to the interactions necessary between multiple factors'? with different concerns about
cost-effectiveness, quality of care, privacy, and preference for regular care instead of DHC.®

Diinnebeil et al.” conducted research in Germany and concluded that the perceived importance
of standardization and the perceived importance of the current IT utilization were the most signifi-
cant drivers for accepting DHC. Perceived importance of information security and process orienta-
tion was also viewed as important.

Chau and Hu'® perceived some differences between DHC adoption by healthcare professionals
and researchers. The authors argued that healthcare professionals are more pragmatic during the
decision-making process to adopt DHC. They tended to focus on the technology’s usefulness more
than on its ease of use. These professionals seemed to be relatively independent in making technol-
ogy acceptance decisions while considering suggestions from others.

Tarakci et al.'* further noted that there were no frameworks that could aid in defining the appro-
priate approach, scope, and application of telemedicine adoption in different contexts. They also
stated that an “important question as to “how should we do this?’ was still unanswered.” This cre-
ates a limitation because the adoption of telemedicine involves making decisions on complicated
matters. Hendy and Barlow!® observed different levels of effectiveness for different phases of
adoption. Their study showed that key aspects of organizational changes were highly effective in
the first phase of adoption. This effectiveness worsened as the project reached the final phase.

Infrastructure

Today, telemedicine can be brought to any room with robots and monitors. Studies by Adelakun'®
and Kifle et al."” reveal that quality and availability of information and communication technolo-
gies (ICT) infrastructure is essential in adopting telemedicine. The authors argue that poor health
infrastructure has negative impact on telemedicine adoption.

Moreover, in the survey published by World Health Organization,'® 50 percent of the responding
nations believe that lack of basic infrastructure such as power and water supplies is a barrier to
telemedicine adoption.

Technology

Channels that are available for the exchange and transmission of health information are the essen-
tial part of telemedicine. Dinesen et al.!” provide an international overview of telemedicine adop-
tion and emphasize that technology plays an important role to achieve telemedicine adoption goals
(improvement of quality of care and outcome and reducing the cost of care).?’

Today, revolution of smart phones, self-tracking technologies, and increased access to wireless
data make adoption of telemedicine more accessible. In terms of the number of Internet users, both
the United States and Brazil are on the top five Internet market in the world.?! Moreover, in both
countries, more than 90 percent of the population use smartphones.
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Economy

In developing countries such as Brazil,?? telemedicine applications are more demanding and in
some cases considered as an alternative or sometimes the only option. In developed countries like
the United States, telemedicine is usually used as an addition to the traditional healthcare.?® In both
developed and developing countries, telemedicine is used when specialized physicians are not
available in rural areas.

The study by Ranganathan and Balaji** examined the key predictors of telemedicine adoption
and found that the chance of telemedicine adoption is lower when expensive equipment is needed
for the healthcare organization and their demand is low. On the other hand, there is higher rate of
adoption when clinics need remote medical monitoring rather than costly devices. The adoption
rate is also higher when there is acceptable coverage or reimbursement.

Adler-Milstein et al.?> examined the data gathered from Information Technology Supplement to
the American Hospital Association’s 2012 and found that rates of telemedicine adoption vary in
each state. According to the authors, states that their policies encourage reimbursement for tele-
medicine practices have higher rate of adoption. On the other hand, requiring special license for
out-of-state providers limits telemedicine adoption.

Organization

The assessment by Adler-Milstein et al.? reveals that chance of adoption of telemedicine is higher
in clinics that are part of larger organizations, since they can profit from servicing various patients,
needs, and locations. In addition, the authors demonstrate that teaching hospitals and more technol-
ogy advanced organizations show more interest in adopting telemedicine.

Security issues

Baltzan?® defines information security as “the protection of information from accidental or inten-
tional misuse by persons inside or outside an organization” (p. 155). Potential threats to informa-
tion security are hackers and viruses. Security in healthcare is still a big concern in the adoption of
telemedicine.?’ Telemedicine information travels over the Internet, thus security is a big concern.
With the recent expansion in ICT, telemedicine has been implemented in numerous areas in the
medical field®® resulting in concerns about the security of this information. Because of this, the
adoption and use of IT in healthcare should be carefully tracked to ensure that confidentiality,
access control, authentication, and authorization procedures are followed properly.?

The research of Chang et al.® describes the problem with poor security, confidentiality, and reli-
ability provided by caregivers. The absence of adequate procedures to control access to, and use of,
patient records can compromise the adoption of telemedicine. The use of different types of technol-
ogy to access patient records is another challenge. Records accessed by mobile devices, for exam-
ple, are subject to possible theft, unauthorized access, or even malicious attacks.>°

Privacy issues
Privacy is
the right to be left alone when you want to be, to have control over your own personal possessions, and not

to be observed without your consent. Privacy is related to confidentiality, which is the assurance that
messages and information remain available only to those authorized to view them.?® (p. 143)
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In use of telemedicine, the possible threat is the exposure of patients’ information and unauthor-
ized access to their medical records.?! Diinnebeil et al.” stated that the main reasons given for
opposition to the use of DHC are privacy concerns. Privacy concerns can also turn into ethical
problems.® Moreover, Ali et al.*! believed that when appropriate security measures are not met, the
privacy of patients’ medical records can be at risk and proposed a new algorithm for protecting
electronic medical records (EMRs).

Another concern about privacy is disagreement on what information should be kept private.
Different countries and societies have different thresholds.*

In order to guarantee that privacy is maintained in the United States, companies are required,
for example, to comply with privacy and security laws as dictated by the Health Insurance
Portability and Accountability Act (HIPAA).3* HIPAA3? specifies the type of healthcare informa-
tion that should be kept private and to whom that information can be disclosed. This act also
specifies administrative, physical, and technical safeguards required to protect healthcare
information.

Policy issues

Policies ensure that telemedicine success results in fewer risks for the stakeholders and sharehold-
ers. Policies can be established by the government, associations, or companies. The policies dic-
tate standards of operations, roles, and responsibilities the telemedicine services must operate
under. Policies can determine how telemedicine can be used to reduce healthcare costs,’ establish
reimbursement guidelines, and detail how IT can be used to support telemedicine services. It is
also important that, in order to comply with healthcare policies, a telemedicine coordinator with
managerial skills is appointed.3* This coordinator can work as a catalyst and is primarily respon-
sible for the policies implementation and pursuance. Ekeland et al.? state that, despite a large
number of research studies on telemedicine, evidence to support policy decisions is still lacking.
This field, therefore, presents new opportunities for studies that involve guidelines for telemedi-
cine adoption.'*

Cultural issues

Culture can affect the adoption of an IT solution.>® Barlow et al.'” identified culture as a barrier to
telemedicine diffusion. The authors also mentioned that cultural resistance has resulted from
incompatibilities between the new IT regarding the values and cultural norms of an organization
and the degree to which its results are visible to the potential adopter. Saliba et al.!! explained that
the language differences between the patients and healthcare professionals could generate mistrust
resulting in resistance. Saliba et al.!! also mentioned that in some cultures it could be considered as
a failure on the part of doctors to ask for assistance or second opinions, especially if it involves a
cross-border telemedicine service.

Hofstede® conducted a large study about national culture, aiming to identify value dimensions
across cultures. He also developed work-goals brought up by questions with the format “How
important is it to you?” This part of the questionnaire involves eight questions about the impor-
tance of some aspects of professional life (time for family, good physical working conditions, sta-
bility, etc.), six about the importance of some aspects of private life, and six more general questions
about trust, society values, and rules.

As stated earlier, culture has an impact in telemedicine adoption and use, and this impact can act
in different ways in the two countries selected for this research.
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Figure |. Issues in telemedicine adoption model.

Theoretical framework

Most of the studies on telemedicine adoption use either the Theory of Planned Behavior (TPB) or
the Technology Acceptance Model (TAM). Therefore, a comprehensive and integrated model is
needed to measure healthcare professionals’ intention to adopt telemedicine. This model should
integrate culture, patient information security, privacy, and policy toward successful implementa-
tion of telemedicine (see Figure 1). The proposed research model is grounded using the Protection
Motivation Theory (PMT), Rational Deterrence Theory (RDT), Hofstede’s Theory on Culture
(TOC), and Moor’s Control Access Theory (CAT). Combining different theories, as done in this
study, is called theory integration.

The PMT, which originated in health sciences, aims at motivating people to avoid unhealthy
behavior through fear appeals.’” Threat appraisal evaluates how a person responds when he or she
is faced with a threatening situation (e.g. a physician may be threatened by potential legal and
financial ramifications and a decrease in credibility if, upon adoption security breaches take place
in electronic patients’ records). Based on PMT, current research hypothesizes that security meas-
ures, such as confidentiality, authorization, authentication, and access control toward protecting
electronic patient records will encourage healthcare professionals to adopt telemedicine.

Through his CAT, Moor3® argues that if a person is protected from interference, intrusion, and
information access by other people, a person is said to have privacy. Moor®® further discusses that
this right allows us to build relationships with individuals that are hard to build in public. Based on
CAT, current research hypothesizes that privacy and protection of patient records will facilitate
healthcare professionals toward telemedicine adoption. Furthermore, if patients feel comfortable
about telemedicine being able to keep their health information private, they will feel comfortable
about physicians adopting and using telemedicine.

RRDT describes the behavior of an individual to control or prevent punishment or retribution.
RDT emphasizes the person making an effort to change his or her actions, if necessary, to avoid
punishment. According to this theory, criminals would avoid unlawful behavior if the chance of
getting penalized were high. Based on RDT, current research hypothesizes that adequate organiza-
tional policies and procedures will deter hackers from violating a patient’s privacy and security,
which in turn will encourage healthcare professionals to adopt telemedicine.
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Hofstede’s TOC (2001) is very insightful when it comes to investigating the adoption of tele-
medicine. Hofstede states clearly and emphatically that organizational systems work best when
their values and culture are consistent with the underlying values and culture of the society in
which they are implemented. Hofstede identifies four culture dimensions as previously discussed.

Research model and hypotheses

Based on the previous discussion, the authors present the following conceptual model (see Figure 1).
The model offers an overview of the main constructs, including the hypotheses, described below.

Alfawaz et al.** show that national culture traits (e.g. Hofstede’s power distance dimension)
have an influence on individuals’ information security-related behavior in a case study in Saudi
Arabia. Ifinedo,* however, found no significant differences between a national culture and indi-
viduals’ perception of IT security in global financial services institutes. This research postulates,
based on the aforementioned discussion, the following hypotheses:

H|. Healthcare professionals’ national culture influences information security.

Ifinedo*! considered the impact of TPB on information system’s security policy compliance. This
study showed that subjective norms and the individual’s attitude toward information security poli-
cies significantly influenced the intention to follow the privacy policies. Héne and Eloff*? discuss
that information security policies will have to match with the culture of the organization, and these
policies should be flexible enough to be changed as the culture changes. In view of the aforemen-
tioned discussion, this research hypothesizes:

H,. Healthcare professionals’ national culture influences information policy.

Krasnova and Veltri** examined the influence of culture on privacy concerns in social network
websites. Their study showed that countries with higher uncertainty avoidance, such as Germany,
are less likely to adopt new technology. Bansal et al.** examined Hofstede’s dimension and indi-
vidualism, and found no impact of this dimension on health information privacy. However, they
found a strong relationship between feminism and privacy of healthcare information. This research
hypothesizes, based on the aforementioned discussion, the following hypotheses:

H,. Healthcare professionals’ national culture influences information privacy.

Culture can act as a barrier to telemedicine diffusion.!? The cultural influence when adopting an IT
solution is well known, since telemedicine involves a high level of IT according to Kappos and
Rivard.** Furthermore, the most important issue is what is perceived as important, correct, and
valuable for people influenced by the values, behaviors, and standards of their culture,?® especially
considering that different countries and societies have different thresholds.*? For example, Saliba
et al.!! mentioned that in some cultures it could be considered a failure to ask for assistance or a
second opinion, especially if it involved a cross-border telemedicine service. According to Barlow
et al.,'” this situation can occur because of the incompatibilities between the means used and the
values and cultural norms. Jayasnighe et al.*> also noted a relationship between culture and tele-
medicine adoption. Based on above studies, this research hypothesizes:

H,. Healthcare professionals’ national culture influences telemedicine adoption.
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Since healthcare organizations have increased the use of IT in general, and telemedicine in
particular, keeping patients’ medical records secure has been a concern.’! Therefore, the adop-
tion and use of IT must be carefully followed to ensure that patient information security is
preserved.? This is especially important because patient records are accessed from different
types of dispositive.*® The concern about patient information security can hinder the adoption
of telemedicine. In view of the aforementioned discussion, this article hypothesizes the
following:

H,. Healthcare professionals’ security perception influences telemedicine adoption.

Healthcare policy will establish some standards of operations, roles, and responsibilities that are
fundamental to telemedicine adoption, to the same extent that it reduces the perceived risk by
stakeholders. Policies will dictate patient information privacy and security'* and can establish the
operation model, specifying standards about healthcare costs,’ reimbursement guidelines,*® and the
role of IT.*” Policies may also be influenced by cultural issues. Based on this, this research article
puts forth the following hypothesis:

H,. Healthcare professionals’ policies perception influences telemedicine adoption.

Privacy is one of the primary reasons given by healthcare professionals for opposing the use and
adoption of DHC.” Healthcare professionals might think that the adequate procedures for ensuring
data privacy, confidentiality, and reliability do not exist in telemedicine.*® The protection of pri-
vacy and confidentiality is therefore a critical issue while adopting telemedicine,*® especially about
unauthorized access.?! Based on this, this article hypothesizes:

H,. Healthcare professionals’ privacy perception influences telemedicine adoption.

In the healthcare arena, regulations play a major role in implementing patient information policies.
In the United States, the HIPPA law of 1996 requires the healthcare organizations to protect against
potential privacy and security breaches into protected health information. In addition to HIPPA, the
Health Power Act of 2001 allows states to upgrade their legal, technical, and public policy infra-
structure to minimize the impacts of aforementioned breaches.* In view of this discussion, it is
clear that patient information policy will dictate patient information privacy and security. Fernando
and Dawson® believed that confusing and contradictory privacy and security laws impact the
patients’ health information security. Consistent with the aforementioned discussion, this research
hypothesizes:

H,. Healthcare professionals’ policy perception influences information security.

H,. Healthcare professionals’ policy perception influences information privacy.
According to Kruse et al.3! health records could be protected from unauthorized users when there
are security measures such as physical safeguards (locks on laptops or room) and technical safe-
guard (encryption, firewalls). These security measures are essential to protect the patients’ infor-

mation privacy.’! Damschroder et al.’? argue that data security is an essential element of full
privacy measures. Based on the above discussion, this article hypothesizes:

H,,. Healthcare professionals’ security perception influences information privacy.
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Methodological procedures

Based on the model provided in Figure 1, a literature review of DHC, and Hofstede’s theory on
national culture, an instrument was designed to gather information on telemedicine adoption in the
United States and Brazil (see Supplemental Appendix 1). This instrument contains a total of 44
questions. The first 19 questions were used to collect respondents’ perceptions on security, privacy,
policy, and adoption constructs and were based on the following research papers: D’ Arcy et al.,?’
Ali et al.,’! Ekeland et al.,” and Chang et al.®

The appropriation of the questions from the cited research papers and the fit for this research
were discussed with a group of American health professionals who use telemedicine. Therefore,
these professionals worked as experts, helping the researchers in preparing the questionnaire. The
next 20 questions collectively measured the culture construct. These items were provided by
Hofstede® as a part of his theory to identify international differences in work-related values. The
respondents were anonymously asked to answer each question using a 7-point Likert-type scale
with values ranging from 1 (strongly disagree) to 7 (strongly agree). The last five questions asked
the respondents to provide some demographic information.

These two countries were chosen for convenience and also because each country is at a different
stage in telemedicine adoption. The United States is an example of a typically developed country,
whereas Brazil is still a developing country.

The instrument for collecting data was hosted on Qualtrics, and respondents filled out the sur-
vey using a link to the survey and submitted their answers online. An electronic link to the instru-
ment hosted on the Qualtrics was first sent to potential participants. The participants were asked to
fill out the survey instrument. Respondent’s anonymity was maintained throughout the data collec-
tion process.

In the United States, the data were obtained by surveying approximately 300 physicians, physi-
cian’s assistants, nurse practitioners, medical students, medical residents, healthcare executives,
nursing professionals, and IT specialists who also used telemedicine systems in the state in which
data were collected. Taking into consideration the missing data and invalid responses, there were a
total of 192 usable US responses. In Brazil, the instrument was distributed to 148 physicians, phy-
sician’s assistants, nurse practitioners, medical students, medical residents, nursing professionals,
and IT specialists. After disregarding the questionnaires with missing responses, there were a total
of 115 fully completed questionnaires.

The data from the United States showed that 86 percent of the respondents were males while
14 percent were females. However, in Brazil 45percent of the respondents were males while
S5percent were females. About 60percent of the Brazilian respondents had work experience
between 1 and Syears, Spercent had between 6 and 10years, 18percent had between 11 and
15 years, 10 percent had between 16 and 20 years, and 7 percent had over 20 years. In the Brazilian
sample, 47 percent of the respondents were medical students and the rest were IT specialists. In the
data from the United States, 34 percent of the respondents were physicians, 1 percent were physi-
cian assistants, 1 percent were nurse practitioners, 43 percent were nursing professionals, 4 percent
were medical students, 3 percent were medical residents, 1percent were healthcare executives,
1 percent were IT specialists, and 12 percent were others.

Results

Reliability and validity

Cronbach’s alpha was first utilized to determine the reliability of the constructs used in this research
(see Table 1). The reliability ascertains both stability and internal consistency of the instrument.
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Table 1. Scale development.

Construct Country Mean, standard Factor loadings Variance
(number of items) deviation, extracted
Cronbach’s alpha

Adoption (5) United States  30.05, 4.96, 0.859 0.91, 0.92, 0.56, 0.59, 0.59 0.25
Brazil 26.62,4.017,0.525 I, 1.31, 0.40, 0.60, —0.008 0.16
Privacy (4) United States  24.54, 4.87, 0.870 0.70, 0.91, 0.82, 0.68 0.24
Brazil 21.82,5.32,0.814 0.83, 0.79, 0.64, | 0.28
Information United States  31.60, 5.1, 0.930 0.72, 0.86, 0.96, 0.95, 0.79 0.26
security (5) Brazil 29.97, 5.06, 0.867 I, 1,1.07,1.13, 1.02 0.26
Policy (5) United States  27.66, 5.26, 0.808 0.58, 0.82, 0.95, 0.67, 0.51 0.28
Brazil 27.37,4.498, 0.737 0.1, 1.50, 1.07, 2.25, 2.47 0.20
Culture (20) United States ~ 92.58, 11.8, 0.823 0.90, 0.74, 0.78, 0.90, 0.74, 1.39

0.84, 0.87, 0.85, 0.78, 0.82,
0.75, 0.71, 0.30, 0.40, 0.15,
0.19, 0.14, 0.24, 0.15, 0.15
Brazil 104.83,9.017,0.668 0.79, 0.78, 0.59, 0.48, 0.69, 0.81
0.41, 0.74, 0.28, 0.69, 0.57,
0.72, 0.40, 0.003, 0.06, —0.13,
-0.08, -0.01, 0.13, 0.12, -0.17

The values presented in Cronbach’s alpha analysis are considered high, indicating a reliable
questionnaire.

For the United States, the adoption, culture, information privacy, information security, and
information policy have reliability scores of 0.82, 0.87, 0.93, 0.81, and 0.86, respectively. For
Brazil, the culture, information privacy, information security, information policy, and adoption
have reliability scores of 0.67, 0.81, 0.87, 0.74, and 0.52, respectively. Nunnally* indicates that
0.70 is an acceptable level of reliability for a construct. The US constructs meet Nunnally’s bench-
mark. Brazilian constructs, with the exception of one construct, also meet Nunnally’s benchmark.

The instrument was also validated to ensure that the study appropriately measured its intended
objects. Convergent validity and discriminant validity were used to check the validity of the instru-
ment. In order to verify that all items loaded well in their assigned constructs, factor analysis was
used with a reference norm of 0.40 as the ideal loading factor, as suggested by Hais et al.>* Eleven
of 20 items for Brazil and 13 for the United States in the culture construct loaded well (=0.40). All
five items in the information security group loaded very well for the countries (=0.72). Moreover,
items in the information privacy group loaded very well for the two countries (>0.64). All five
items in the information policy group loaded well for the United States (>0.51). Finally, all five
items in the adoption construct loaded very well for both countries (=0.40). The average variance
explained by each factor obtained from factor analysis communalities for the United States is 1.39,
0.24, 0.26, 0.28, and 0.25, and for Brazil, it is 0.81, 0.28, 0.26, 0.20, and 0.16, for culture, privacy,
security, policy, and adoption, respectively.

Correlation analysis

A correlation test was used to understand the influence among adoption and the dependent varia-
bles. Table 2 provides the results.

According to Campbell and Fiske,>® discriminant validity is the degree to which measures of
different concepts are distinct. The authors suggest, in order to establish discriminant validity,
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Table 2. Correlation analysis.

Construct/country Culture Policy Privacy Security Adoption
Culture United States 1.00
Brazil 1.00
Policy United States 0.527%#* 1.00
Brazil 0.48*** 1.00
Privacy United States 0.44%** 0.48*#* 1.00
Brazil 0.0l 0.3 3%k 1.00
Security United States 0.25%** 0.025%#+* 0.36%* 1.00
Brazil 0.3 |k 0.48#%* 0.31%* 1.00
Adoption United States 0.28*** 0.60%#* 0.38*#* 0.28** 1.00
Brazil 0.23%k* 0.36%%* 0.11 0.14 1.00

**Significant at the 0.05 level.
*Sjgnificant at the 0.01 level.

correlations between items within constructs must be significantly greater (p < 0.05) than correla-
tions among items between constructs (correlations among constructs are provided in Table 2).
For the United States, correlations among items within the information security, privacy, policies,
and telemedicine constructs were greater than 0.79, 0.53, 0.52, and 0.35, respectively (p <0.05).
For Brazil, most of the correlations among items within the information security, privacy, poli-
cies, and telemedicine constructs were greater than 0.45, 0.39, 0.22, and 0.02, respectively
(p <0.05). Most of the correlations in culture construct were 0.20 or higher in the two countries.
Correlations among constructs for both countries are shown in Table 2. All correlations among
constructs are significant in the United States; however, for Brazil, correlations between culture
and privacy, privacy and adoption, and security and adoption were not significant.

Structural equation modeling

Figure 2 shows the result for the hypothesized model for the United States and Brazil. Analysis of
moment structures (AMOS)/structural equation modeling (SEM) results reveal that the path coef-
ficient from culture to information security (/4,) is significant at the 0.05 level for the United States
but not for Brazil. The path coefficient from culture to information policy (/) is significant for both
countries at the 0.01 level. The results also indicate that the path coefficient from culture to informa-
tion privacy (/) is not significant for the United States or Brazil. The results further reveal that
there is not a significant path coefficient from culture to telemedicine adoption (/7,) for the United
States or Brazil. The path coefficient from information security to telemedicine adoption (H) is
significant for the United States only at the 0.10 level. Both countries have significant path coeffi-
cients from information policy to telemedicine adoption (/) at the 0.10 level for Brazil and 0.01 for
the United States. It is interesting to note that none of the countries have a significant path coeffi-
cient from information privacy to telemedicine adoption (,). All the path coefficients from infor-
mation policy to information security (/) and information privacy (H,) are significant for both
countries at less than the 0.10 level or lower. Finally, the path coefficients from information security
to information privacy () are significant at less than 0.10 level for both countries.

Differences between countries using T-test

The T-test was also used to verify differences between the United States and Brazil in terms of the
constructs used in this research (see Table 3).
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Figure 2. Results from the hypothesized model.
**Significant at the 0.05 level.
*#ESjignificant at the 0.01 level.
Table 3. T-test.
Construct/country Paired samples
Statistics Correlations Test
Mean Correlation Mean T Sig.
Standard Significance Standard (2-tailed)
deviation deviation
Culture United States 90.48 0.028 13.94 -8.990 0.000
13.47 0.771 16.04
BR 104.8
9.10
Privacy United States 23.89 -0.051 2.17 2.934 0.004
542 0.592 779
BR 21.72
5.32
Security United States 3143 0.53 1.54 2.285 0.24
5.25 0.579 7.14
BR 29.88
5.11
Policy United States 27.49 -0.37 0.137 0.198 0.000
5.49 0.706 7.25
BR 27.35
4.53
Adoption United States 29.54 -0.13 2.96 0.198 0.000
5.14 0.894 6.59
BR 26.57
4.06

BR: Brazil.
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Table 4. Multivariate tests.

Effect Value F Error df Sig. Partial eta-squared
Country Pillai’s trace 0.358 31.654 1452.000 0.000 0.179
Wilks’ lambda 0.656 33.981 1450.000 0.000 0.190

T-test results present that policy, adoption, and culture have high statistical significance, and
privacy was also significant. Security was not statistically significant between the United States
and the Brazil sample, which indicates no difference between the groups. Based on this, it can be
concluded that there are significant differences between the two countries in terms of perceptions
on adoption, culture, policies, and privacy, but not on security.

Manova result

According to Swanson and Holton,*® a Manova test is done to create a linear combination of
dependent variables to maximize group differences. A test is performed to examine whether those
differences are significant. The objective here is to examine whether there are significant mean
differences between information security, information privacy, information policy, and telemedi-
cine adoption among both countries. The multivariate analysis shows that overall there are signifi-
cant differences among the countries in terms of privacy and policy (see Table 4).

A multiple comparison test was also performed and the results show that mean scores for secu-
rity were statistically significantly different between the United States and Brazil (p <0.01). Mean
scores in privacy were statistically different between the United States and Brazil (p <0.0005).
Mean scores in policy were not statistically different between the United States and Brazil
(p=0.828). Mean scores for telemedicine adoption were statistically different between the United
States and Brazil (p <0.0005). Mean scores for culture were statistically significantly different
between the United States and Brazil (p <0.0005).

Discussion

In order to generalize and effectively gauge telemedicine adoption success in a culture, one must
identify a number of macro indicators and ascertain how they collectively affect this success. The
AMOS-based SEM analysis of this research, using data collected from the United States and
Brazil, indicates that the proposed model is able to explain telemedicine adoption success. The
proposed model utilizes the constructs identified and grounded earlier using culture, information
privacy, information policy, and information security literature, and using the PMT, RDT, TOC,
and CAT theories.

This research demonstrates the proposed impacts of culture on information security in the
United States but not in Brazil (). The result from the United States is aligned with the study by
Alfawaz et al. who show that national culture traits (e.g. Hofstede’s power distance dimension)
have an influence on individuals’ information security-related behavior.

The result of this research indicates that culture has a positive and significant impact on infor-
mation policy in both countries, supporting /7,. This means the findings are in line with Jayasnighe
et al.* who believe that culture impacts how privacy policies are perceived.

The results of this research suggest that information privacy is not affected by culture in the
United States or Brazil (/). The result is aligned with the research by Ifinedo,*” who believes that
there are no differences between an individual’s views on perceived privacy in different cultures.
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This research empirically demonstrates that telemedicine adoption in the United States and
Brazil is not directly and significantly affected by culture, despite what is hypothesized (/).
Jayasnighe et al.**, however, noted a significant relationship between culture and telemedicine
adoption in Sri Lanka.

This research empirically shows that the impact of information security on telemedicine
adoption is near significant (significant at the 0.10 level) in the United States but not in Brazil
(H,). However, Kruse et al.”” considered security as a barrier to telemedicine adoption in some
countries.

The results of this research show that the information policies in both countries significantly and
positively impact telemedicine adoption, supporting H,. The multiple comparisons test results
indicate that there is a significant difference in adoption of telemedicine in Brazil and the United
States. Research by LeRouge and Garfield!?> showed that having privacy regulations for patients’
information lowers adoption of EMRs. The results from both countries empirically validate the
assertion made by LeRouge and Garfield."?

The results of this research demonstrate that information privacy does not significantly impact
adoption of telemedicine in both countries (not supporting /). This is an interesting finding
because privacy of patient records should be of paramount concern to all involved in telemedicine
adoption. Kruse et al.’” also believed that privacy of patients in electronic health records impacts
the decision to adopt telemedicine in the United States and the United Kingdom.

This research results reveal that the impact of information policy on information security is
significant in Brazil and near significant in the United States. Furthermore, the impact of informa-
tion policy on information privacy is significant in the United States and near significant in Brazil.
The result partially supports H, and H,. The multiple comparisons test results show that there is a
significant difference in policy between Brazil and the United States. The result is partially in line
with a study by Nikkhah and Sabherwal,*® which showed a relationship between information secu-
rity and policy.

Finally, the results of this research demonstrate that the impact of information security on
information privacy is significant in the United States and near significant in Brazil. The
results partially validate the study by Mamonov and Benbunan-Fich®** who found that com-
puter users are more careful of exposing private information when they have knowledge of
security breaches.

Conclusion

The literature suggests that culture plays an important role in telemedicine adoption. In order to
address this important issue, this research first posited a theory-based comprehensive model to
explain factors affecting telemedicine adoption. The model was derived by combining elements
from PMT, RDT, TOC, and CAT. The model was then empirically validated using data collected
from the United States and Brazil. The results from the SEM-based data analysis showed that cul-
ture does not play an important or direct role in telemedicine adoption in the United States or
Brazil. Culture, however, indirectly influences telemedicine adoption in the United States and
Brazil through information policy. This means that before bringing in telemedicine, authorities
must consider the culture of the country and its policies under which the telemedicine will function
to ensure that there is a synergy between the two.

It should also be noted that the empirical results show information security nearly influences
telemedicine adoption in the United States, but not in Brazil. This suggests that even though secu-
rity standards are essential to telemedicine adoption, health professionals do not consider it as a
barrier.
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The empirical results show that information policy affects adoption of telemedicine in the
United States. This implies that information policies must be carefully reviewed before a decision
is made for telemedicine adoption.

The results of this research reveal that information privacy does not significantly impact adop-
tion of telemedicine in either of the two countries. This is an interesting finding, but it may just
mean that the users believe that the benefits of telemedicine outweigh the risk of violating patient
privacy.

Limitations and suggestions for future research

The limitations of this study are discussed in this section. One limitation is due to the difficulty in
gathering the data, especially in the countries studied. Unwillingness to respond to a research sur-
vey was one of the biggest obstacles in collecting data. Many individuals did not fill out the online
survey sent out to them and the request had to be made in person. Also, in Brazil, collecting data
was very difficult because healthcare professionals did not want to take time to complete the sur-
vey, which resulted in a smaller sample size for this country. A larger sample could increase the
validity of this dissertation’s results.

Another limitation was in contacting and convincing the physicians in the United States to par-
ticipate. In the United States, most physicians were too busy to fill out the survey. A greater propor-
tion of nurses were, therefore, included in the dissertation sample. In Brazil, due to unavailability,
physicians were excluded from the sample.

Another limitation of this study is that it cannot be generalized to all countries, but it can be
safely stated that before telemedicine is adopted, authorities must pay close attention to telemedi-
cine policies, since these significantly and directly impact information security, privacy, and tele-
medicine adoption in both countries. In the future, the authors will conduct a research study based
on a pairwise comparison of data collected from the United States and Brazil.
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