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Abstract—The deployment of Industrial IoT Applications are
quickly spreading around companies and organizations, mainly
involving the use of edge computing. At the same time these
applications are improving the production process, they intro-
duces new security concerns that can damage the whole system.
Lack of knowledge about security aspects of IoT and designers’
current understanding that security techniques applied to cloud
computing or embedded systems in general can be adapted to
IoT, constitute the main points of failure. IoT security needs
new methods and architectures designed specifically for IoT,
not adaptations. In this paper, we propose a new edge security
architecture for industrial IoT, that combines the concepts of
Blockchain and Context-Aware Security. We present how such
technologies can be integrated in order to mitigate the security
issues related to IoT environments. The proposed architecture
was deployed in an Additive Manufacturing Units use case.

Index terms—Edge computing, Industrial IoT, Blockchain,
Context-aware security

I. INTRODUCTION

The Internet of Things paradigm (IoT) is not new, and
has being explored in a range of use cases and scenarios
as industry, health and housing [1]. Nevertheless, the concept
still facing a range of challenges in aspects as security, policy
standards and constrained resource [2].

The security aspect is emerging as a major challenge due
to the increasing number of things connected year after year,
and because designers are not very concerned about it, after
all, who would be interested in hacking a sensor, a baby
monitor or an intelligent traffic light? Neglecting the security
aspects related to IoT devices is the biggest mistake made
by designers. Another important point to note is that security
solutions developed for cloud computing systems are not
applicable when it comes to edge devices. Cloud computing
security systems are quite complex and have a good level
of assertiveness, the same is not true when it comes to the
edge. This is due to the limited resources available on edge
devices, as processor power and memory size, preventing
the use of sophisticated security solutions [3]. IoT security
needs new methods and architectures that consider edge device
constraints.

Also, IoT manages sensitive and personal data that have
a high value for hackers. To an industrial IoT scenario the
sensitive information encompasses data about identity, history,
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documentation and behavior [4]. Such data has a substantial
impact over the physical world, once its responsible for moni-
tor and control physical processes. As a result, the security in
industrial IoT presents a major role, considering that system
failures are able to stop a production line [4], causing monetary
loses, or even putting the human life at risk [1].

A range of works already documented critical security faults
that were presented in the last years and can affect industrial
IoT systems [4] [5] [6]. In June 2010, an Iranian nuclear
facility has electrical frequencies altered, causing a fail to
the centrifuges, the cause was a worm dubbed Stuxnet, that
explored zero-day vulnerabilities [6]. In 2016 a botnet called
Mirai infected over 600k IoT devices, intending to perform
DDoS attacks and successfully executing over 15,000 [7]. Not
only are the examples cited above the only cases of attacks, the
literature also reports several other attacks on IoT devices used
in different applications of our daily lives. Reports already
warn that in the next years the number of [oT devices will have
a substantial growth followed by a growing number of system
failures and vulnerabilities, hence, leading to a catastrophic
state of security and privacy [1] [4] [5]. Industries, cities,
hospitals, and connected cars have become major targets for
attacks. Can you imagine the consequences of an attack caused
by IoT device security breaches, such as environment sensors
or traffic lights, on cities like New York, Paris or Tokyo? Or
what kind of attack can be accomplished by monitoring your
personal data through your smart watch, for example?

To avoid this general state of insecurity and uncertainty, a
number of measures are being explored. Policies and regula-
tions as General Data Protection Regulation (GDPR) [8] has
being implemented in view of protect personal data from users
and legally forcing companies to keep data owners informed
about data leaks. Organizations as NIST devote efforts to
establish architecture standards aiming to map and develop
frameworks to improve the management of data and attack
mitigation [9]. Simultaneously, a range of works explores
new technologies to be applied to secure IoT devices, as
example, approaches as lightweight Blockchains, Context-
aware security, virtualization and machine learning has being
highlighted as promising [2] [3] [10].

This work has as a major contribution the propose of
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an edge security architecture that explores a decentralized
approach to behavior assertion and attack detection. To
achieve the decentralization, the architecture aim to com-
bine lightweight Blockchain and Context-aware security ap-
proaches. The Blockchain contributes to the proposed archi-
tecture by providing decentralization (edge to edge commu-
nication), data integrity and availability. The Context-Aware
Security (CAS) provide behavior assertions analyzing context
information searching for security anomalies while actions
are performed. The context-aware security is used to take
decisions based on a collected data set in real time that is safely
shared among IoT edge devices via lightweight Blockchain.
Each edge device has an instance of the CAS and the device
is autonomous to take the decisions based on your context
information and the context information shared by the others
edge devices. For example, suppose a production line robot
receives a production order from a spare part to an equipment.
Before submitting the order for production, CAS verifies the
authenticity of the production order by processing context
information such as: (1) the production history of this part,
(2) if this part is in the equipment build of materials (BOM),
(3) if the same order has been submitted for other robots at
the same time (or at short time intervals), (4) if the person
who sent the order is allowed to send it, (5) and if this person
is or has been near the equipment that needs the part. After
processing these information, the CAS determines if the order
is valid or if someone is trying to send a false order (ghost
order) to damage the company.

In this paper we introduce the background basis for the
proposed architecture, presenting some correlated works on
the literature (Section II). Also, the proposed architecture is
detailed (Section III). The implementation details are described
and discussed to the industrial IoT use case of additive man-
ufacturing units (Section IV). Finally, the paper is concluded,
pointing possible next steps (Section V).

II. BACKGROUND AND RELATED WORK

To understand the security architecture proposed in this
work and the contribution of this paper to the industrial
IoT research scenario, first, the concepts of Blockchain and
Context-aware security shall be presented, as well as an
overview in some related researches.

The Blockchain has been foreseen as a disruptive technol-
ogy to secure IoT devices, discussed by previous works as a
powerful tool to improve industry management and security,
if properly deployed [11] [12]. Technically, the Blockchain is
a decentralized, immutable and shared database ledger, able
to store data over multiple nodes in a peer-to-peer (P2P) net-
work [3]. The technology operation together the use of elliptic
curve cryptography (ECC) and SHA-256 hashing provide a
range of security requirements as availability, integrity, privacy
and auditability [10] [12]. However, Blockchain technology
needs a lot of available memory on the device, which makes
it incompatible with the features of edge devices. In order to be
able to use Blockchain in edge devices it is necessary to make
adaptations, such as storing only the hash keys in the chain,

and off-chain data, or lighter consensus algorithms, creating
the so-called lightweight Blockchains. The limitation of this
type of approach is that there is not a single Blockchain, but
several Blockchain versions which in most cases are incom-
patible with each other. In this work we use one lightweight
Blockchain to validate our approach.

The context-aware security (CAS) consists of the use of
context information (i.e. information that characterize the state
of an object or thing [10]) to infer a security decision. This
technique can strength the security of IoT applications, acting
as a double check to perform a task or as a decision maker
to detect security anomalies [13]. One of the key features
of CAS is its ability to use dynamic data to make a deci-
sion, as opposed to traditional security methods that mostly
use static parameters. The technique characteristic presents
an interesting compatibility to IoT applications, contributing
with security requirements as authentication, identification and
attack detection [13].

Previous works already explored separately Blockchain and
Context-aware security architectures to IoT environments [2]
[3] [14] [15], however, to the best of our knowledge, there
is no propose that combine the two approaches. Giaretta et
al. [2] proposed an architecture for Context-aware security on
the Fog, defining as an approach of Security-by-contract. In his
architecture contracts are defined as a behavior specification
of IoT devices, that includes a set of security rules for an
expected behavior, hence, the contracts are executed during
data exchanges intending to maintain the system integrity.

In [3] Khan et al. performs a survey over Blockchain solu-
tion approaches for IoT environments. According to the survey,
the technology stands out in providing data authentication,
integrity and privacy, highlighting the Blockchain use for
secure communications. Protocols as HTTP and MQTT are not
secure by design, needing complex security stacks with DTLS
or TLS to secure communication. Using Blockchain, such
stacks can be eliminated, simplifying the data exchanges and
eliminating the need to handle and exchange PKI certificates
at the handshake phases.

Gochhayat et al. [14] proposes LISA, a lightweight architec-
ture for context-aware in IoT. The architecture consists of the
use of agents to lead the processing of relevant information to
the edge, while data and services are allocated in the cloud and
accessed by means of webservices. By spread the processing
between edge and cloud, LISA provides a reduced overhead
between the client and server domain. Hence, providing an
efficient decision making to fault tolerance.

In [15] Seok et al. a lightweight Blockchain architecture for
Industrial IoT was proposed. The architecture explores differ-
ent lightweight hashing functions according to the number of
transactions to be processed. As a result, the architecture is
able to adapt the Blockchain node to heterogeneous devices,
enabling a more efficient use of the technology to applications
as supply chain and smart diagnostics in Industrial IoT.

The architecture presented in this paper attempt to combine
the state of art from approaches presented on some related
works. As example, the present architecture explores the use of
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contracts and rules similar to the presented in the Security-by-
contract provided by [2]. However, in order to supply a gap for
context-sharing, we included a Blockchain solution inheriting
the security and organizational improvements discussed in [3].
Additionally, our architecture takes advantage from the edge
processing model as viewed in LISA [14], however, the context
data is also conducted to the edge with the Blockchain,
achieving less overhead between client and server domain than
the previous discussed approaches.

Additionally, security techniques as Software Defined Net-
works (SDN) and Network Function Virtualization (NFV) are
effective to detect a range of attacks [10]. However, such
techniques encompasses a network layer, using centralized and
distributed approaches, that aren’t designed for new industry
trends as decentralized or autonomous organizations [16] [17].
Our architecture aims to provide a decentralized heuristic
assertion over the application behavior of distributed and
decentralized systems. Thus, being able to detect a range
of application level attacks as Sybil or poisoning. A real
world example was recently performed by Simon Weckert,
that succeeded on poison the Google Maps with 99 second-
hand smartphones in a handcart [18].

We recognize that the proposed architecture also inherit
some challenges as the deployment in heterogeneous devices,
constrained resources, Blockchain vulnerabilities and perfor-
mance [3] [11]. Nevertheless, such challenges are out of our
present scope, fitting the exploration of works as [11] [15] in
future efforts. All things considered, the proposed architecture
is able to fill some security gaps required for the industrial
IoT implantation, as example, a data integrity verification
and an edge-to-edge secure communication for decentralized
applications [4] [15].

III. PROPOSED ARCHITECTURE

The proposed architecture is composed by two core ap-
proaches, Context-aware security (CAS) and Blockchain. The
CAS provide an intelligent and dynamic model to assert the
validity of a given process being executed over a certain
environment. As example, given a set of rules, a variable
set of information can be inferred and a dynamic result that
changes according to the entry and the rules are obtained.
The Blockchain provides a secure and unified model to an
entity share its context information to other interested entities,
also, granting improved integrity of historical and shared
data. In our proposed approach, we explore the Blockchain
model to decentralize part of the architecture, eliminating the
need for retrieve context data in cloud, as needed by other
architectures [2] [14].

In other words, the technologies in the architecture are
utilized to an edge model, exempting the client/server commu-
nication from security mechanisms data. As a consequence,
the communication overhead for the security infrastructure
is reduced and the bandwidth can be better explored for
complex processing. To this architecture, we consider an edge
node as a gateway present on IoT environments acting as an
intermediate between an individual requesting access to an [oT

device. Physically, the edge node can represent a factory floor
computer, that receives requests to perform tasks or acquire
data from devices.

The edge devices can store security policies that consider
historical context and the context from other related edge
devices, and evaluate if the behavior of the node comply
to such policy. According to the policies established, the
architecture is able to detect a range of attacks as Sybil,
Spoofing and Denial of sleep [3] [16]. Hence, the proposed
architecture is able to provide security to the execution of tasks
in a protected resource that is an IoT device. Additionally,
the communication between the edge devices is also secured
by the cryptography present on Blockchain [3]. As seen in
Figure 1 the architecture is distributed over different edge
devices, being decomposed in the following modules:

e Proxy: A proxy can be defined as an intermediary
between clients seeking resources from servers. To our
architecture, the proxy acts as a filter responsible for
receive the requests from a server to an [oT environments
which the architecture is deployed, also known as reverse
proxy. The proxy is responsible to manage the requests
in the architecture, specifically, receive and redirect to
the Context Reasoning module, allowing access to a
protected resource or deny case a security anomaly be
detected.

o Context Reasoning: This module encompasses the pro-
cedures to execute the Context-aware security. It receives
a request from the proxy, searches for relevant informa-
tion in the Blockchain node, and applies an inference
model (e.g. a set of rules) that processes the context
information in a logical security decision. We assume
that the context information is already modeled, and is
safely produced by an internal module or included inside
the requests, due to the purpose of this paper, further
explanations can be found in related works [19] [13].

o Blockchain node: Each Edge node containing the pro-
posed architecture has a Blockchain node inside, that
is responsible for store and provide reliable data to the
Context reasoning. Such module includes the Blockchain
infrastructure, as consensus algorithms and cryptographic
keys management. All Blockchain nodes have a unique
identifier and are connected to each other by means of a
peer-to-peer connection, that establish an edge commu-
nication for context sharing.

o Protected Resource: This module represents an IoT
device or resource that shall be protected by the pro-
posed mechanism, as example, a 3D printer in a smart
manufacturing environment or a smart lock in a home.
The protected resource is managed and connected to the
edge.

As seen in Figure 2, the modules operational flow can be

represented in 6 stages:

o Stage 1: The proxy receives a request to access the
protected resource from a server or individual, and send
to the Context Reasoning.
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Fig. 1. Proposed architecture.
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Fig. 2. Architecture operation flow.

o Stage 2: The Context Reasoning module send to the
Blockchain node the actual status of the IoT environment,
also, requiring the information needed to take a security
decision.

o Stage 3: The Blockchain node add to the Blockchain the
context information from the actual IoT environment.

o Stage 4: The Blockchain node search for the required
information (that can include the context from other IoT
environments) and send to the Context Reasoning.

o Stage 5: The Context Reasoning infers the information
received from the Blockchain node and the current edge
node context and take a security decision, sending the
result (detected anomaly security or expected behavior)
to the proxy.

o Stage 6: The Proxy allow or deny the access to the
Protected Resource according the decision received from
the Context Reasoning.

By means of the described architecture, an extra security
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layer is achieved. That is, traditional client/server architectures
rely on the authentication and authorization provided by as-
sertions on the server side. Whereas, the proposed architecture
perform a security verification on the edge. Thus, some
security flaws on communications or systems from the server
side, should not impact on the physical world.

IV. USE CASE AND IMPLEMENTATION

The proposed approach was deployed in a real industrial
IoT use case. The industrial IoT consists of an initiative
that combines IoT devices and manufacturing equipment to
redesigns production and sales processes [11]. The use case
consists in a set of additive manufacturing units (AMU), each
one compose by a network of 3D printers that shall produce
spare parts. In each AMU we can have 3D printers with
different characteristics that use different materials and, of
course, can have different printing costs and printing time. The
AMUs are physically located strategically in the country in
order to supply the demand in terms of printing costs, printing
material, delivery logistics and printing time. In addition, each
AMU may be owned by the company or may be from a third
party accredited by the company. When a part needs to be
replaced, a production order is sent to the company software
platform by the company technician. The platform analyzes
the order and determines which AMU will print the part,
considering the costs and printing time, and the time to deliver
the part to the customer [17].

Regarding the security aspects, identify malicious partici-
pants on the network can not be considered a straightforward
task, as well as the complexity increases according the growing
of AMUs [7] [1]. The typical attacks of this type of application
are Sybil and Spoofing attacks. Such attacks can have the
following results:

o A Spoofing attack between a requesting a print order and
an AMU can generate undue printing requests, intending
to flood the unit availability and compromise the printing
operations.
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Fig. 3. Architecture use case and implementation.

o A Spoofing attack between a requesting a print order
and an AMU can also impersonate an attacker as a unit,
hence, isolating the access to the real unit and disabling
the printers.

o A Sybil attack can create a ghost AMU that receives valid
print requests but does not execute them.

Figure 3 presents the AMU network deployed for this
use case. Each AMU is located in a different region of the
country (one in the south, two in the southeast, one in the
northeast) and each one have a printer connected to an edge
device as described in section III. The architecture prevent
that requests detected as undue or corrupted be physically
executed by the printer, also, identifying ghost units from
Sybil attacks [16]. For proof of concept, the proposed ar-
chitecture implementation uses a software stack that includes
FIWARE and Hyperledger tools. Specifically, was utilized the
FIWARE [20] Policy Enforcement Point (PEP) Proxy and the
Hyperledger Sawtooth [21].

The standard FIWARE PEP implementation enforce the ac-
cess control to applications using rules created on the FIWARE
identity management also called KeyRock. Specifically, it acts
as a proxy that receives requests from an entity that need
to access a protected resource, verify in the KeyRock if
the requester has permission to access such resources, and
provides or deny access to the resource. To the implementation
of the proposed architecture, a custom PEP implementations is
utilized. Such custom implementation adds to the PEP a step
that consult the context reasoning for security assertion. Thus,
executing the proxy function described in the section III.

The Hyperledger Sawtooth provides to the proposed ar-
chitecture technological resources to implement both context
reasoning and Blockchain node. The Sawtooth is a distributed
ledger software that provides a peer-to-peer infrastructure to
develop Blockchain applications uncoupled from a predefined
structure (i.e. there is no cryptocurrency value, enabling a
clean and lightweight implementation). To implement the

Blockchain node, the Sawtooth distribution was configured to
share information using the Practical Byzantine Fault Toler-
ance (pBFT) consensus algorithm in a private network. Hence,
the implementation provides to each node a single identity
address that we assume not be corrupted, performing the
information decentralization as proposed in the section III.
To implement the Context Reasoning, was used the trans-
action processors infrastructure present in the Sawtooth. The
transactions processors consist of a code that can be executed
in the Blockchain, as well as smart contracts. However,
smart contracts presents a coupling to the Blockchain, while
transactions processors presents a modular scheme that allow
improved malleability to the code execution environment [21].
In practice, the Context Reasoning is executed by a set of rules,
a transaction processor host such rules and execute according
the need. As example, the following set of rules can be defined:

o An AMU geographically nearby to other ones can’t ex-
clusively receive requests in a short time. Assuming that
nearby units shall share the workload, the execution in a
single one can represent that an attacker has attempting
to flood such unit.

e An AMU can’t present abrupt behavior changes. Com-
pare historical context searching for changes in charac-
teristics as network utilized interfaces, operation hours,
previous requests and model characteristics (e.g. type
of material utilized by the printers and current part
composition) can be effective to detect units tampered
by attacks as spoofing [2].

o A same unique identifier (Blockchain node address) can
not produce more than one spare part at time. Assuming
that the Blockchain node address is unique for each AMU
and knowing that a unit is able to produce one part at
time. A single address producing two parts represents
a duplicated unit, hence a cloned entity in the network
pointing to a possible Sybil attack.

Besides the rules mentioned previously, the enterprise or
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consortium that manages the 3D printer network can use
rules intending to maintain a personal policy. Specifically,
considering that a 3D printer can be managed by an unreliable
third party, the architecture deployed at the edge can ensure
the execution of a defined set of management policies. As
example, if the 3D printers network have time restrictions for
operate, specific rules can be established specifying when each
printer have permission to operate. Hence, different procedures
can be taken according to the result of the rules’ execution.

V. CONCLUSION

In this paper we proposed a decentralized edge approach to
secure industrial IoT environments. We argue that an archi-
tecture that combine Blockchain and Context-aware security
can strongly improve the security in IoT environments. The
Blockchain contributes by providing data integrity and a uni-
fied and secure context sharing architecture, while techniques
of Context-aware security provides an efficient manner to
execute behavior assertions. Specifically, our architecture its
more exploitable for uses cases of decentralized approaches,
as example, the industrial IoT trend for decentralized additive
manufacturing.

We highlight that the implementation in this work demon-
strates the architecture feasibility, hence, the approaches uti-
lized to implement each module can be further explored [10]
[15]. In the future works we intend to present an environ-
ment simulation using the Common Open Research Emu-
lator (CORE) to demonstrate the network configuration and
operation. We expect that the deployment of the proposed
architecture in a controlled environment can further clarify the
architecture contribution by means of practical demonstrations.
Simultaneously, more use cases shall be explored in the future.

We believe that this paper presented contributions to differ-
ent verticals. The exploration of an edge security architecture
contributes to the edge computing researches, showing a use
case that unloads the client-server communication from heavy
security processing. Simultaneously, the research explicitly
contributes to the industrial IoT development, proposing an
approach for secure smart resources in decentralized use cases.
Finally, we argue that our proposed architecture has potential
to be explored in future trends [22] as decentralized and
autonomous organizations.
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